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Introduction
Globally, Brazil is known for the high risk involved in cargo theft.
Domestically, there has been frequent news of in-transit cargo thefts
and warehouse burglaries. In fact, Brazil’s cargo theft rates have
increased in the past few years.
The states of São Paulo and Rio de Janeiro have the highest cargo
theft rates in the country, significantly higher than any other state,
and this is not going to change soon. Together they are responsible
for approximately 80% of cargo thefts in Brazil. The first quarter of
2016, however, presents an unprecedented situation; in the state of
São Paulo (the number one state in Brazil for cargo theft), the rate
of theft appears to be declining. The cargo theft rate in the state
of Rio de Janeiro has also been gradually declining as compared
to the increase it experienced in 2015. The number of recorded
thefts in Q1-2016 in Rio de Janeiro and São Paulo was nearly
equivalent to the same number recorded in Q1-2015. The result
is that the variation of the total rate for Brazil is increasingly more
dependent upon the variations of the other states than the two
largest economic poles in the country. Some state governments
in Brazil do not publish their data, so there are no exact figures for
the number of thefts in those states. However, historical trends and
current conditions suggest that these states contributed to increase
Brazil’s cargo theft rate in Q1-2016.
If the Rio de Janeiro and São Paulo trends hold, the state of Rio de
Janeiro will reach, and even surpass, the numbers for São Paulo.
Other states increasingly impact the total numbers for the country.
This report presents a general overview of cargo theft in the country
of Brazil, and for the two states with the highest incidence of crime
in a more detailed manner.

State of São Paulo
The state of São Paulo has experienced a decline in its robbery
rate during Q1-2016. After a slight increase during Q4-2015, the
state experienced a 9% decline in cargo robbery compared to Q12015. Among the twelve regions of the state, seven experienced a
reduction in the rates, one remained stable, and four experienced an
increase.

Following is the risk map for Brazil for Q1-2016. A new risk level
calculation method was adopted, taking into consideration not just
the number of incidents, but also the level of violence used in the
events and stolen values (in US$).
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The use of jamming technology in the state of São Paulo is very
common, making the recovery of stolen cargo difficult.
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The states with the highest number of thefts in Q1-2016 (Capital,
Greater São Paulo, and Campinas) actually saw their cargo theft
rates decrease compared to Q1-2015. Reports show that cargo
theft is migrating from those areas to Santos, São José dos
Campos, and Ribeirão Preto.

According to the Department of Public Security, police intelligence
work that has traced and cross-checked information for theft during
the past ten years, and ostensive and dynamic policing has led to
the decrease in cargo theft throughout the state.

State of Rio de Janeiro
During Q1-2016, the state of Rio de Janeiro experienced an 11%
increase in cargo theft compared to Q1-2015.

RIO DE JANEIRO — CARGO THEFT
Q1-2015 & Q1-2016
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Bauru was the region with the largest increase in percentage rate at
400%. However, this had little impact on total numbers for the state,
and is most likely the result of a local gang that started operanting in
region.
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State highways have the highest rates of cargo theft in the country.
Via Dutra, Rodovia D. Pedro I, Anhanguera, and Fernão Dias
recorded the highest numbers of thefts during the first few months
of the year.
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Most thefts take place while the cargo is in-transit; however, times
when cargo is being loaded and unloaded are also critical, as both
cargo and drivers are very vulnerable.
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For the first time, cargo thefts in the Capital region decreased.
Current police and companies measures have led to great results.
Thefts are migrating to Fluminense Lowlands and Niteroi & Lake
Region. This is clearer in the following graphs:
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RIO DE JANEIRO
THEFTS BY REGION, Q1-2015
CAPITAL 59%
FLUMINENSE LOWLANDS 28%
NITERÓI & LAKE REGION 9%
NORTH FLUMINENSE &
NORTHEAST FLUMINENSE 2%
SOUTH FLUMINENSE 1%
HIGHLAND REGION 1%

28%

22%
59%

Intelligence operations have also been conducted by the police.
A criminal organization’s nucleus and its respective heads were
uncovered, enabling the imprisonment of various members. The
organization was destroyed at the end of the quarter, and that is
expected to contribute further to the reduction of cargo theft.
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RIO DE JANEIRO
THEFTS BY REGION, Q1-2016
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The freeways and highways that cross the capital and its
surrounding areas continue to be areas of great risk, such as Via
Dutra, Av Brasil, Arco Metropolitano, and BR-116.
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A number of factors influenced the positive results in the Capital,
such as: joint measures taken by different police units, proving to
be extremely effective; and the intensification of cargo theft combat
operations. Police conducted frequent incursions into communities
and areas dominated by trafficking, and made many apprehensions
to diminish gangs’ resources. Dozens of stolen vehicles (cars,
motorcycles, trucks), weapons, munition, radio transmitters, kilos
of drugs and cash were confiscated in the last few months. Police
cleared roads (barricades); conducted ostensive policing of regions
with higher numbers of incidents, especially at night; performed
search and arrest operations for criminals linked to trafficking; and
intensified patrols and checkpoint operations (checks), based on
the modus operandi of the criminals in every region.

The number of incidents intensified during the morning hours.
In the Capital, the police have been warned of criminals using
vehicles with telephone company logos and decals of the city hall to
facilitate the approach of potential victims.
In the state of Rio de Janeiro, the use of technology by criminals is
not as common as in São Paulo. However, criminals in the region
use more violence and threats against drivers and assistants.

Another important factor that cannot be overlooked is the speed
of communication between companies, private security, and the
police, as well as between different police units. This provides
law enforcement with greater efficiency in preventing theft and
recovering stolen cargo. For example, since the beginning of the
so-called Operation Legal Merchandise on March 4, there was
approximately R$10 million worth of merchandise recovered in
about one month of systematic intensification of police operations.
Speed of communication has proven to be an essential element
in the fight against cargo theft. The use of cell phone instant
messaging applications has made this possible, and has been
used for quite some time now in the region. The recovery rates are
significantly increasing.
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General Considerations
A significant percentage of cargo theft (80%) continues to take
place in urban areas, while 20% takes place on highways.
The most common modus operandi is to kidnap the driver, who is
taken and held hostage, at least until the load has been taken.
The most commonly stolen products are (in no specific order): Food
& Drinks; Electronics, Pharmaceuticals, Cigarettes, and Alcoholic
Beverages.
In large cities, cargo theft is generally related to drug trafficking and
organized crime. In these places, the increase in this type of crime
has been larger and constant (with the exception of São Paulo, as
previously stated).
Thefts of Cash-in-Transit (CIT) vehicles are common within cities,
especially when stopped to supply ATM machines or during pickups. Shootouts are not uncommon, leading to injuries and even
deaths. The rate of CIT building break-ins has increased, mainly in
the state of São Paulo. These actions are generally well-planned;
criminals often demonstrate knowledge of the building and its
routines, and the thefts are executed by large groups of up to
twenty well-armed and organized individuals. It is possible that
the gangs may prefer to steal cash, which dispenses the need for
receivers and sellers, necessary in the case of cargo.
Kidnapping of family members of security guards, drivers and/or
company employees has also taken place; the victims are forced
to deliver cargo to criminals, or facilitate the entry of gangs into
buildings.
In the midst of an economic crisis and a strong US dollar, exports
have been targeted over the past few months. Among the areas
that experienced an increase in exports is Agribusiness, which
appears to have incurred the greatest losses in the Central and
Western region. Products such as Agricultural Pesticides and
Grain have also been eyed by criminals. Records of thefts of these
products are dispersed throughout the various states in the country,
but we have found a greater concentration in Mato Grosso, Minas
Gerais, Paraná, and Mato Grosso do Sul.
Agricultural Pesticides have the greatest aggregate value, and are
very attractive to criminals. Especially in the Central and Western
region, the most common modus operandi used by criminals to
rob or steal this type of product has been lot invasion. This type
of action is known as the “New Social Banditry.” It is common
to find large amounts of pesticides on farms, which are stored in
warehouses that are often locked using a simple latch. The gangs
use between eight and ten individuals who invade the properties,
already knowing the exact location where the product is stored.
They generally operate at dawn, on weekends, or holidays. Trucks
are used to place the agrochemicals and take them to another truck
that is hidden close-by. They transfer the merchandise to the truck,
and deliver it to the person who ordered it. Records of pesticide

robbery show an increase between October and December, the soy
planting season, and between January and March, the cotton and
corn planting season. A very peculiar characteristic of the state of
Mato Grosso is that indigenous populations are among the largest
victims in the region. In 2015, New Social Banditry increased 85%,
the majority being theft. In that year, the strength of the US dollar
stimulated an increase in this crime.
Another product often stolen by criminals in the Central and
Western region is Fuel, likely because it is an Agribusiness input.
It is also worth noting the condition of the state of Goiás, which
is also located in the Central and Western region. Fuel is one
of the main products stolen, in addition to products that stock
supermarkets (so-called dry and wet goods), Drinks and Cigarettes.
The cargo theft rate for this state increased 126% last year, with
40% occurring in urban areas, including the cities of Goiânia,
Abadiânia, Itumbiara, Jaraguá, São Luiz do Norte, and the majority
in Anápolis. The highways with the highest number of incidences
are BR-153 and BR-060.
Many important police operations and arrests were made during
the Q1-2016 in various Brazilian states. The SCIC notes a particular
case that lead to the dismantling of two gangs operating in Minas
Gerais, on BR-251, the Salinas region, in the northern part of the
state. According to the police, they stole approximately R$500
million worth of merchandise in one year. Their main targets were
perishable products with high liquidity (Foods) and Electronics. The
assailants had been operating in the region for five years, executing
four thefts a week. They always operated in the same manner,
always used weapons, and wore bullet-proof vests. They would
initially approach a truck and ask the driver to stop, inceasing the
level of violence as time passed. They used rifles and fired at the
vehicle. Terrified, the driver would stop, and they would assault the
driver and keep him hostage, often times in the vehicle as it was
driven or moved to a secluded place where the cargo would be
taken. It is also suspected that the criminals used flashing lights,
similar to those on police cars, to make victims pull over.
Minas Gerais is one of the Brazilian states with high rates of cargo
theft in the country. In 2015 it incurred losses of R$212 million in
cargo theft alone. Having the largest road network in the country
contributes to this. It is also on the way to the Northeastern
region, and BR-116 is the only road connecting the Southeast and
Northeast regions. The state has three regions that experience high
rates of theft: the Metropolitan Region of Belo Horizonte, the Mining
Triangle, and the Northern region, specifically close to the cities of
Salinas and Pedra Azul where these gangs operate. This is an area
that is off the grid (that is, trackers lose signal). This has certainly
worked in favor of the gangs for a long time. Police authorities
believe that theft in that region will decline from this point forward.
It is also worth noting that the roads of Minas Gerais involving the
largest number of incidences are BR-040, BR-381 and BR-262.
The most-stolen product types are: Electronics, Food and Drinks,
Fuel, and Agricultural Pesticides.
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Trends

Conclusion

If new security measures are not taken to increase the difficulty in
accessing CIT vehicles, gangs will continue to be more interested
in this type of cargo, since directly obtaining cash is much more
convenient than having to find receivers and sellers. Under these
conditions, the cargo would be a lot less attractive to big gangs.

The figures indicate that law enforcement has been effective
in reducing the number of cargo thefts in the state of São
Paulo. In Rio de Janeiro, police measures (intensification of
actions and greater integration between police units, among
others) have also started to yield results. Prevention measures
adopted by businesses cannot be overlooked. The actions of
public law enforcement and private security measures (analysis,
incorporation of preventative action, the use of technology,
establishment of processes, etc.) lead to these positive results.
Any reduction in “resources” in this regard could represent an
opportunity of which criminals will certainly take advantage.

Another trend is the M.O. of kidnapping family members of drivers,
security guards and employees to ensure a successful robbery.
Operational functions directly linked to the cargo, such as driver or
security guard, and more managerial functions, such as granting
authorizations for the releases and procedures, appear to be equally
strategic and effective targets for criminals. The choice of one type
of victim or another depends on when, how, and where the robbery
is planned to take place. It is always recommended for people to
not share their routines and/or work and living conditions on social
networks, and try to change their routines whenever possible.
Police efforts in São Paulo should maintain the declining trend that
is more consolidated in that state.
In Rio de Janeiro, the recent dismantling of the criminal
organization, and the consolidation of police presence in critical
regions in the city should lead to the reduction of the cargo theft
rate during the coming months in the Capital. In addition, during
the coming months, the upcoming Olympics should involve intense
security in preparation for the event. The number of policemen on
the streets will increase, and their presence should contribute to
intimidate criminals. Overall, the focus of attention will be on other
aspects. Therefore, we recommend care and the use of all available
resources to reduce cargo exposure and minimize risks.
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About FreightWatch International
Data
Unless otherwise noted, the theft statistics in this
assessment are derived from data collected by the
FreightWatch International Supply Chain Intelligence
Center and other information collected from reliable
sources. The Intelligence Center captures cargo theft and supply
chain risk data from numerous sources across the globe. These
include, but are not limited to, the databases of FreightWatch
International (FWI), its customers, law enforcement agencies,
industry organizations, insurance industry sources and news
reports. This report offers an analysis of the data collected during
the first quarter of 2016, providing insight into cargo theft and
supply chain risk across the globe.
Please note that cargo theft goes largely unreported; as such,
total theft figures for a particular country or region are likely higher
than stated. In addition, global cargo theft circumstances and
risks change, sometimes frequently and quickly, and in ways
that may make the facts and opinions expressed here no longer
valid. Therefore, the extent to which organizations rely on the
information provided in this assessment should be solely at their
discretion.

About FreightWatch International
FreightWatch International (FWI) is a leading provider
of global logistics security services, offering tracking
and monitoring solutions that provide organizations
with cargo security, transparency and supply chain integrity
from origin to destination. Using real-time visibility technology
and layered solutions, organizations can actively monitor their
cargo anywhere in the global supply chain to mitigate the risks
associated with theft, spoilage, counterfeiting and more. With
operations across the globe, FWI is uniquely positioned to deliver
services regionally across diverse supply chains.
In Brazil, FWI has been innovating, and brought the EFS Program
(Electronic Freight Security) to the local market, helping to
ensure the security of your cargo, based on a modern vision
combining technology and processes, thereby expanding on
the concept of security. The program works with the incremental
use of technology, replacing the use of guards, an activity that
exposes the guards potential risks, and also exposes the Shipper
to the risk of labor claims. EFS minimizes the risk of financial
losses throughout the entire operation. The EFS Program values
merchandise security, and the human aspect involved, enabling
the Shipper to reduce direct and indirect costs.
FWI is part of Sensitech Inc., a leading provider of supply chain
visibility solutions. These solutions enable global leaders in the life
sciences, food and industrial markets to track and monitor assets
across the supply chain to protect the integrity of temperaturesensitive products. Sensitech is an ISO 9001:2008 company
based in Beverly, Massachusetts, with more than 36 sales,
service and distribution locations around the world. Sensitech
is a part of UTC Climate, Controls & Security, a unit of
United Technologies Corp. (NYSE: UTX), a leading provider to the
aerospace and building systems industries worldwide.
More information about FreightWatch International is available at
www.freightwatchintl.com
To register to receive alerts, bulletins and reports from FWI’s
Intelligence Center, please visit
www.freightwatchintl.com/intelligencecenter

The information contained in this document is the property of FreightWatch International. This information may not be sold, licensed, or used for business development in any capacity without the prior written
consent of FreightWatch International. FreightWatch International encourages recipients to use this information for cargo theft prevention activities and to share this information in its entirety with colleagues who
may also benefit in a theft prevention capacity.
FreightWatch International | 7501 N. Capital of Texas Highway | Suite A200 | Austin, TX 78731 | 512-225-6490 | Fax 512-225-6491 | www.freightwatchintl.com
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