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Introduction

State of São Paulo

The rate of cargo theft in Brazil is high and continues to grow. This
report presents Q2-2016 statistics from the states of São Paulo
and Rio de Janeiro, where the cargo theft rate is the highest in the
country. Although this report focuses primarily on the states of São
Paulo and Rio de Janeiro, key features and aspects of cargo theft in
Brazil have also been observed throughout the other regions in the
country.

After four quarters of remaining stable or reporting a rate decrease,
the state of São Paulo reported a 10% increase in cargo theft in
Q2-2016 compared to Q2-2015. Considering the 2016 year to date
(from January to June), however, the state remains practically stable
as compared to the same period of 2015.
INCIDENTS — Q2-2015 & Q2-2016, SÃO PAULO
REGION

THEFTS
Q2-2015

THEFTS
Q2-2016

PERCENTAGE
VARIATION

Capital

1181

1284

9%

Greater São Paulo

478

502

5%

Campinas

144

126

-13%

Santos

52

97

87%

Piracicaba

79

81

3%

Ribeirão Preto

53

52

-2%

São Jose dos
Campos

31

52

68%

Sorocaba

23

32

39%

Bauru

6

13

117%

Presidente
Prudente

2

3

50%

Araçatuba

0

2

-

São Jose do Rio
Preto

2

2

0%

2051

2246

10%

State Total

Source: São Paulo Department of Public Security
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The only regions that reported a decrease were Campinas (-13%)
and Ribeirão Preto (-2%). According to the civil police, the theft rate
in the Campinas region has been decreasing for some months due
to ongoing intelligence work. Additionally, the highway police stated
that they are mapping the regions with greater risks and patrolling
such areas more intensely.
It is also worth highlighting that over the last few months, gangs
specializing in cargo theft have changed their focus to highways that
run through Campinas. Criminals are attacking trucks with smaller
cargo and less security.
Bauru (117%), Santos (87%), and São Jose dos Campos (68%) are
highlighted among the regions that experienced an increase in the
rate of theft.

State of Rio de Janeiro
In Q2-2016, the state of Rio de Janeiro experienced a 34% increase
in cargo theft compared to Q2-2015. Considering the 2016 year to
date (from January to June), there was an increase of 22%.

RIO DE JANEIRO — CARGO THEFT
Q2-2015 & Q2-2016
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Theft is increasing once again in the Capital, the region responsible
for 46% of the theft of the state. The region experienced a decrease
of 12% in Q1-2016, followed by an increase of 4% in Q2-2016,
compared to the same periods in 2015. However, when considering
the 2016 year to date, a decrease of only 4% was observed in the
region.

In São Paulo, most thefts occur on urban roads rather than on
highways. Most operations occur near shopping centers or delivery
points. Dutra, Anhanguera, Bandeirantes, D. Pedro I, Castelo
Branco, and Rodoanel Mario Covas are among the highways with
the highest number of thefts.

The regions of Niteroi & Lake Region and Fluminense Lowlands
must be highlighted due to a significant increases of 134% and
76%, respectively, in Q2-2016.

Large thefts from cash transportation companies have attracted
attention.
There was a greater decrease in the rates of theft in Q1-2016 (in
various regions) than in Q2-2016 as compared to the same periods
of 2015. It is possible that the drop in the rates was related to the
decrease of production and shipment rates, due to the current
economic crisis. However, while the rates were reduced in state
of São Paulo, rates increased in the state of Rio de Janeiro during
the same period. Additionally, the fact that the rates of cargo theft
began to increase again in Q2-2016 may indicate that the decrease
in shipments did not have as great of an influence, since there was
not much improvement in the economic indicators in this period (for
example, unemployment rates continued to increase).
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The neighborhoods of Acari, Barros Filho, Costa Barros, Parque
Columbia, and Pavuna, all located in the northern zone of the
Capital and surrounded by some of the most violent slums in the
city, are among the regions with the greatest number of thefts in the
state.
An important logistics center for the transportation sector is located
in Pavuna. However, companies are leaving the region due to high
crime rates. In the last year, 10% of the 45 companies located in
the neighborhood left.
Dutra, Av. Brazil, Arco Metropolitano, and Washington Luis highway
are among the roads and highways with the highest rates of theft.
Integration between companies and police and between the various
police forces in the region, as well as an improvement in the speed
with which they communicate, has led to a significant increase in
the stolen cargo recovery rate.
A large increase has been observed in the theft of meat, which is
among the most frequently stolen products in the state.

Brazil – Highlights
The modus operandi most frequently used by criminals is robbery
with kidnapping. Drivers are abducted and held captive until the
cargo is transshipped, or is in a “safe” location.
The most frequently stolen products are: Food & Drinks, Cigarettes,
Alcohol, and Electronics.

BRASIL — ROBO DE CARGA POR
TIPO DE PRODUCTO, Q2-2016
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ALIMENTOS Y BEBIDAS 33%
DESCONOCIDO 10%
NO DECLARADO 8%
TABACO 7%
ALCOHOL 7%
ELECTRÓNICOS 6%
CONSTRUCCIÓN Y INDUSTRIAL 6%
MISCELÁNEOS 5%
HOGAR Y JARDÍN 5%
FARMACÉUTICOS 3%
AUTOPARTES 3%
AGRÍCOLA 3%
ROPA Y ZAPATOS 2%
CUIDADO PERSONAL 1%
METALES 1%

Greater Curitiba has the greatest concentration of thefts in the state
of Parana. In this region, an increase in cases of fuel theft has been
noted in the last few months. The thefts have been occurring in a
100-kilometer radius from the Presidente Getúlio Vargas refinery,
located in the municipality of Araucaria, indicating a pattern in the
M.O. Gangs approach the truck drivers at stops or traffic lights, and
a member of the gang takes control of the wheel, then abandons
the driver at a distant location with no possibility of communication.
The thieves then pass the cargo onto associates and abandon the
empty truck. In Paranagua, the discovery of fraudulent cargo has
been recurrent. Cargo thefts in the state of Parana have increased,
and much of the stolen cargo is taken to Santa Catarina and São
Paulo.
Since last year, there has been an increase in cargo thefts in Goias.
In the southwest of the state, thefts have been taking place with a
different M.O. A gang was obtaining inside information (for example,
the vehicle model and license plate) about certain trucks shipping
valuable cargo. The criminals then would clone the license plate
of the truck, travel with the vehicle to the company, and carry out
the loading of the cargo before the proper vehicle would arrive
at the location. The criminals then steal the merchandise loaded
into the impostor vehicle, and the victims would not realize the
scam until the proper vehicle arrived at the company to be loaded.
Recently, the leader of the gang was imprisoned; however, the
recommendation is still in effect for companies to be vigilant for
these types of operations.
In Mato Grosso, thefts of pesticides from farms are very common.
In-transit cargo of agricultural products and fuel are also common
targets. There are reports of women being used as lures to carry
out the assaults.
Another M.O. prevalent in the state is the theft of trucks that are
then taken to Bolivia and exchanged for drugs, or disassembled
and sold for parts.
In Tocantins, the largest volume of cargo thefts occurs on BR153, the main road connecting the center-west with the north of
the country. On this same highway, one type of theft capturing
the attention of authorities is the theft of cargo truck tires, which
indirectly places the cargo in these vehicles at risk. From a single
truck, thieves obtain up to thirty tires that can be easily resold. The
criminals always act in the same manner: they approach truck
drivers during the night and take the vehicle to side roads, where
the drivers are tied up or held at gunpoint. The drivers are left in the
vehicles after the tires are stolen. Even if the focus of these gangs is
not the cargo, such circumstances expose the shipments to risks.
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Pernambuco has also recorded an increase in cargo theft in the last
months. There has been a migration of thieves from bank assaults
and drug trafficking to assaults against trucks that transport
food, medication, and electronic devices (such as cell phones,
computers, and television sets). One possible explanation is that
the criminals have perceived less resistance in assaults perpetrated
against trucks.

Trends
Large break-ins and robberies of cash transportation companies
have stood out in the last few months in the state of São Paulo,
particularly in the cities of Campinas, Santos, and Ribeirão Preto.
These thefts are well planned and carried out by large, well-armed
gangs with advanced tactical and operational knowledge. The
assignment of roles between its members is detailed. Roles include
driving, giving external support, preventing the approach of the
police while the gang operates internally, carrying out explosions
in buildings in order to access the vaults, and carrying bags to the
vehicles. These operations generally display a similar pattern.
Consider the last robbery, which occurred in Ribeirão Preto early
in the morning on July 5, as an example. It is estimated that
between twenty to thirty people took part in the operation, using
approximately fifteen vehicles including armored cars, and weapons
including .556 and .762 rifles and .50 machine guns (ammunition
capable of bringing down airplanes). The gang arrived at the
company and shot at a transformer, leaving the entire neighborhood
without electricity. The thieves were in the dark and could not be
seen, but could see anyone who approached them. They blocked
access roads to the company with vehicles and spread nails out on
the roads to hinder the approach of police. Explosives were used
to open holes in the walls of the building, and the guard was taken
hostage. Some of the armed members remained outside, shooting
upward and at the police to prevent any approach. The shooting
lasted approximately forty minutes; more than one thousand rifle
shots were fired by the criminals, who fled with at least R$50 million
[Brazilian Reals]. It is common for gangs to set fire to vehicles
positioned to block the roads, preventing the approach of police
vehicles and facilitating their escape.

According to authorities, both commerce and society are in a
current economic crisis. Most money is in banks and in cash
companies. Additionally, thieves have begun to operate more in
the interior due to the large police presence in the capital. Police
presence during night time in the interior is generally low due to
logistics. Despite the elevated risk, this type of operation provides
substantial gains. For these reasons, these invasions will likely
continue to occur or even increase.

The following image was used to illustrate the invasion of another
cash transportation company in the city of Santos on April 4. The
outline of the thieves’ operations represented in the image reveals
their similarities.
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Final Considerations

About FreightWatch International

Although the economic crisis continues, Rio de Janeiro continues
to have a high growth rate of cargo theft (34%), and São Paulo is
experiencing an increase once again (10%).

FreightWatch International (FWI) is a leading provider
of global logistics security services, offering tracking
and monitoring solutions that provide organizations
with cargo security, transparency and supply chain integrity
from origin to destination. Using real-time visibility technology
and layered solutions, organizations can actively monitor their
cargo anywhere in the global supply chain to mitigate the risks
associated with theft, spoilage, counterfeiting and more. With
operations across the globe, FWI is uniquely positioned to deliver
services regionally across diverse supply chains.

Due to the Olympic Games, the government has established
traffic restrictions in certain locations and hours in the city of Rio
de Janeiro. These restrictions could possibly lead to the need for
companies to carry out shipments during the night time, increasing
the risk of theft. Although the city will have more than 50,000
security agents during this period, their main focus of attention
will be on other aspects of security. The mere presence of more
police on the streets may be enough to inhibit criminal operations.
However, no matter how large the presence of the security force,
it is impossible to cover the entire city 100% of the time. We
stress that all possible security instruments should be used in the
transportation of cargo.

About FreightWatch International
Data
Unless otherwise noted, the theft statistics in this
assessment are derived from data collected by the
FreightWatch International Supply Chain Intelligence
Center and other information collected from reliable
sources. The Intelligence Center captures cargo theft and supply
chain risk data from numerous sources across the globe. These
include, but are not limited to, the databases of FreightWatch
International (FWI), its customers, law enforcement agencies,
industry organizations, insurance industry sources and news
reports. This report offers an analysis of the data collected during
the second quarter of 2016, providing insight into cargo theft and
supply chain risk across the globe.
Please note that cargo theft goes largely unreported; as such,
total theft figures for a particular country or region are likely higher
than stated. In addition, global cargo theft circumstances and
risks change, sometimes frequently and quickly, and in ways
that may make the facts and opinions expressed here no longer
valid. Therefore, the extent to which organizations rely on the
information provided in this assessment should be solely at their
discretion.

In Brazil, FWI has been innovating, and brought the EFS Program
(Electronic Freight Security) to the local market, helping to
ensure the security of your cargo, based on a modern vision
combining technology and processes, thereby expanding on
the concept of security. The program works with the incremental
use of technology, replacing the use of guards, an activity that
exposes the guards potential risks, and also exposes the Shipper
to the risk of labor claims. EFS minimizes the risk of financial
losses throughout the entire operation. The EFS Program values
merchandise security, and the human aspect involved, enabling
the Shipper to reduce direct and indirect costs.
FWI is part of Sensitech Inc., a leading provider of supply chain
visibility solutions. These solutions enable global leaders in the life
sciences, food and industrial markets to track and monitor assets
across the supply chain to protect the integrity of temperaturesensitive products. Sensitech is an ISO 9001:2008 company
based in Beverly, Massachusetts, with more than 35 sales,
service and distribution locations around the world. Sensitech
is a part of UTC Climate, Controls & Security, a unit of
United Technologies Corp. (NYSE: UTX), a leading provider to the
aerospace and building systems industries worldwide.
More information about FreightWatch International is available at
www.freightwatchintl.com
To register to receive alerts, bulletins and reports from FWI’s
Intelligence Center, please visit
www.freightwatchintl.com/intelligencecenter

The information contained in this document is the property of FreightWatch International. This information may not be sold, licensed, or used for business development in any capacity without the prior written
consent of FreightWatch International. FreightWatch International encourages recipients to use this information for cargo theft prevention activities and to share this information in its entirety with colleagues who
may also benefit in a theft prevention capacity.
FreightWatch International | 7501 N. Capital of Texas Highway | Suite A200 | Austin, TX 78731 | 512-225-6490 | Fax 512-225-6491 | www.freightwatchintl.com
©2016 FreightWatch International
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