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Greetings from the SensiGuard™
Supply Chain Intelligence Center
(SCIC). We have undergone many
exciting changes this past year,
the largest being our transition
from Freightwatch International
to Sensitech Inc. As a result,
we have invested heavily in
aligning our global resources
to provide more actionable
intelligence products and services
to our clients. Global, experienced teams of supply-chain
security experts work diligently to identify supply chain risk
and help organizations secure their cargo. There is an old law
enforcement saying, “You can’t outrun the radio.” I feel strongly
that our network of supply chain security professionals and
the partnerships forged between law enforcement and public/
private sector organizations is that “radio”. This is how we stay
one step ahead of the criminals who target us on the highways,
waterways and railways across the globe.
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North & South America

among Electronics and Pharmaceuticals, where smaller volumes
of product can still be profitable to acquire. Pilferage thieves
also gain intelligence on the shipment, such as confirming the
suspected contents, and discern any security measures placed
on the load.

United States

As for U.S. product types, Food & Drinks is typically the most
stolen product type. Abundant, non-serialized, and permanently
in demand, Food & Drinks can prove for a desirable, if not
particularly profitable, load to steal. The second most stolen
product type, Electronics also tends to have one of the higher
average loss values, with its thefts concentrated in California.
Clothing & Shoes, as well as Home & Garden, are product types
also highly ranked that see seasonal spikes in theft volume and/
or value.
Hotspots for cargo theft in the U.S. tend to remain relatively
static. The Greater Los Angeles area in California is the largest
and most severe hotspot in the U.S. for cargo theft, largely due
to the massive amounts of cargo flowing through the ports of
Los Angeles and Long Beach providing many opportunities for
theft. Organized cargo thieves have set up in the area and tend
to perform some of the more innovative methods of Fictitious
Pickup such as carrier identity theft or carrier identity fabrication;
thieves tend to target expensive products like Electronics or
Clothing & Shoes at a higher rate than elsewhere in the country.
Atlanta, GA, is another severe hotspot for cargo theft activity
in southeast U.S., likely due to its confluence of several major
interstate highways. Atlanta, while seeing a drop off in recent
months, is one of the most dangerous places in the country
for unsecured cargo. There seems to be no particular product
or M.O. preference in the Atlanta area, but overall volumes
and average values are higher here than in most places in the
country. The Greater Chicago area is also considered a hotspot
for cargo crime, recording higher than normal rates of Pilferage
with a focus on Alcohol. Other hotspots include Southern
Florida, the NYC to Philadelphia corridor, the DFW metroplex
and Houston, TX, and Memphis, TN.

Country Map Risk Scale: HIGH
Introduction
The United States
Country
United States of America
(U.S.) covers 3.8 million
Area (Sq. Mi.)
3.8 million
Population
325 million
square miles of the North
GDP (PPP)
$19.86 trillion
American continent,
Risk Level
HIGH
stretching from the
Atlantic Ocean in the east
to the Pacific Ocean in the west, and bordered by Canada on
the north and Mexico on the south. It contains twelve seaports
that handle 50 million tons or more per year,1 and numerous
land ports of entry along the southern border with Mexico and
the northern border with Canada, which make for a large and
diverse supply chain infrastructure. The U.S. population is 325
million2 with a GDP (PPP) of $19.9 trillion.3
Cargo Theft Trends
Theft of Full Truckload is the primary method of theft in the
United States as organized cargo thieves in the country
are very risk averse. Any theft that includes violence, or the
threat of violence, carries stiff penalties if caught. Few states
have enacted specific penalties for cargo theft, leaving many
locations to charge thieves with the crime of grand theft auto
when apprehended with property. While Theft of Full Truckload
accounts for approximately three quarters of all theft in the
U.S., other methods of theft are gaining in popularity. Fictitious
Pickups, where criminals intent on stealing cargo pose as
legitimate carriers in order to obtain shipments under the
guise of a legitimate business transaction, have been gaining
in popularity. Fictitious Pickups, when properly executed, are
much lower risk than the traditional truck theft, as the criminal
essentially sets an appointment to steal the cargo, and the
victim is not aware of the theft until the shipment fails to arrive at
its intended destination. Pilferage is also on the rise, especially
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Peripheral Risks
While the United States is largely immune to many peripheral
supply chain risk factors such as corruption, infrastructure
failures, civil unrest, or military action, some still play a role in
efficient supply chain movement and security management.
Weather or natural disasters are a present danger no matter
the country. The United States has suffered nineteen weather or
natural disaster events that cost over $1 billion since the start
of 2016.4 With each occurance lasting an average of five days,
these and other events can cause cargo to stop unexpectedly,
delay deliveries, and put cargo at risk. While labor disputes and
terrorist acts that affect the flow of the supply chain are still rare
in the U.S., the possibility that they may occur does exist, and
security managers must maintain awareness of these events as
they arise.
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Conclusion

Cargo Theft Trends

The SCIC considers the United States to be of HIGH risk for
supply chain operations due to the prevalence of organized
cargo thieves, their sophistication, and the overall volume and
value of cargo thefts. Organized cargo theft groups are a major
threat in the United States. These groups utilize low-risk tactics
to obtain the most desirable and easily liquidated products.
Unless more states pass cargo theft laws that add specific
punishments for cargo theft offences, cargo theft will likely rise
as time passes and experience is gained. The SCIC expects
that as their methods improve, Fictitious Pickup will continue to
rise in popularity, spreading from the west coast to other areas
with cargo criminals looking to reduce their chance of capture
while increasing their profits. Additionally, value will not be the
main driver when thieves select their targets, and they will start
to target lower security shipments that continue to allow for
easy liquidation. Those with targeted products can mitigate
their risk by following industry best practices and deploying
loss prevention and recovery measures in their over the road
shipments.

Canada, in terms of the cargo theft landscape, is very similar
to the United States. Both countries have organized criminals
with a network of fence operations to liquidate their stolen
merchandise, and both operate on a risk versus reward
calculation that causes Theft of Full Truckload to be the
most prolific method of theft. Similarly, atypical theft types
such as Fictitious Pickup and Pilferage have begun to rise in
popularity as either low-risk theft methods or a means to gather
information on the load. Product targeting and methodology
tend to be comparable to the United States and, given Canada’s
large land border and lack of border with any other country, it
is likely that these criminal networks share some of the same
contacts and resources.
With a larger area and only approximately 10% of the population
of the United States, Canada has quite a few rural areas that do
not see much in the way of reported cargo theft. However, the
Ontario 401 highway that traverses Ontario province is known
as the highest theft area in Canada, particularly the area from
Mississauga to Montreal.
Reporting of cargo theft in Canada has traditionally been slow.
However, in the past several years the Canadian Trucking
Alliance, in a partnership with the Insurance Bureau of Canada,
has instituted a cargo theft-reporting program that has started
to increase the amount of data available on cargo thefts within
Canada. With more time, cargo theft reporting may rise to the
same level seen in the United States.

Canada

Peripheral Risks
Canada does not see many threats to the supply chain via civil
unrest, military action, corruption or infrastructure. However,
Canada does experience more extreme weather events than the
U.S., and can have much more severe winter weather due to its
northern geography.
Conclusion

Country Map Risk Scale: HIGH
Introduction
Country
Canada
Canada covers 3.9 million
Area (Sq. Mi.)
3.9 million
square miles to the north
Population
35 million
of the United States, with
GDP (PPP)
USD $1.75 trillion
whom it shares its only
Risk Level
HIGH
land border. It is bordered
on the west by the
Pacific Ocean and on the east by the Atlantic Ocean and has a
population of approximately 35 million people. It has three major
seaports in Vancouver, Toronto, and Montreal and has a GDP
(PPP) of USD $1.752 trillion.5
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With very similar methods and networks to the United States,
supply chain risk in Canada is HIGH with similar risk factors
and security recommendations. Accordingly, the same trends
expected in the U.S. will likely follow suit in Canada, meaning
that countermeasures will be similar as well. The implementation
of best practices and recovery measures can reduce the chance
of theft and potentially aid in recovery in the event of a theft.
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Cargo Theft Trends

Argentina

Sixty precent of cargo thefts occurred in the Buenos Aires
Province (PBA), with the hot spots being Pompeya and the west
zone. The Autonomous City of Buenos Aires (ACBA) accounted
for 23% of cargo thefts, with Nueva Pompeya, Parque Patricios,
and Villa Soldati as the highest risk locations. The most targeted
commodities are Food & Drinks and Electronics. The high-risk
highways are Routes 9, 6, 7, 5 and 14.
The most common M.O. is Hijacking in-Transit. In some recent
reported incidents, cargo thieves used five vehicles with three
gunmen on board; other reported thefts involved fifteen gunmen.
In one case, two escort vehicles and the truck were forced to
stop; the escorts and drivers were threatened and hijacked, with
high-powered shotguns and pistols being reported. Sometimes
they thieves’ faces are covered and gloves are used. Specialized
cargo thieves also access the authority’s radio frequency.
On April 7, 2017 a cargo theft gang was arrested related to
several high value cargo thefts of alcohol and electronics that
had occurred in the last ten months. Authorities confirmed
that in each hit, the criminals had data about the merchandise
transported and portions of the route that the chosen truck
would cross. Cargo thieves performed previous intelligence,
so authorities suspect that unfaithful employees of one of the
companies in the logistics chain were “selling” the data.
Peripheral Risks
There is no knowledge of terrorist attacks, but authorities
considered that terrorist groups could be related to crime
organizations linked with drugs. In September 2016, a suspect
related to drug gangs in Brazil was arrested at the Ezeiza
Airport, when he tried to reach Argentina. Weapons possession
has increased in Argentina, giving access to young people,
raising the level of violence, and the growth of criminal groups.

Country Map Risk Scale: HIGH
Introduction
Argentina is a federal
Country
Argentina
republic in the southern
Area (Sq. Mi.)
1.1 million
Population
4.3 million
portion of South America
GDP (PPP)
USD $629 billion
with a mainland area
Risk Level
HIGH
of 2,780,400 km2, a
population of 43,417,000
people, a total nominal GDP of USD $628.935 billion with
USD $12,425 per capita. The largest seaports are La Plata–
Ensenada, Bahía Blanca, Mar del Plata, Quequén–Necochea,
Comodoro Rivadavia, Puerto Deseado, Puerto Madryn, Ushuaia
and San Antonio Oeste. Buenos Aires has historically been the
most important port; however, since the 1990s the Up-River
port region has become dominant.

Conclusion
It is expected that cargo thefts will increase in violence and
criminal activity involvement. Cargo theft attacks are performed
strategically to high value cargo. Criminal leaders select the
target based on information attained regarding merchandise and
route. The attacks are planned and the thieves are prepared with
high power weapons to avoid all cargo security measures.

The Ezeiza International Airport is the largest in the country,
followed by Cataratas del Iguazú in Misiones, and El Plumerillo
in Mendoza. The most important cities are linked by a growing
number of expressways, including Buenos Aires–La Plata,
Rosario–Córdoba, Córdoba–Villa Carlos Paz, Villa Mercedes–
Mendoza, National Route 14 General José Gervasio Artigas and
Provincial Route 2 Juan Manuel Fangio.
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Country Map Risk Scale: MODERATE

Chile

Introduction
Chile is a South American
Country
Chile
country occupying a
Area (Sq. Mi.)
292,000
Population
18 million
long, narrow strip of land
GDP (PPP)
USD $456 billion
between the Andes to
Risk Level
MODERATE
the east and the Pacific
Ocean to the west with
a mainland area of 756,096.3 km2, a population of 18,006,407
people, a total nominal GDP of USD $455.941 billion with USD
$24,797 per capita. Chile has a total of 372 runways; the main
international operative ports are Arica, Iquique, Punta Arenas,
San Antonio and Valparaiso.
The principal international airports are Chacalluta (Arica), Diego
Aracena (Iquique), Cerro Moreno (Antofagasta), Carriel Sur
(Concepción), El Tepual (Puerto Montt), Presidente Carlos
Ibáñez del Campo (Punta Arenas), Mataveri (Easter Island) and
Comodoro Arturo Merino Benítez (Santiago).
Cargo Theft Trends
The provinces considered as hot spots for cargo transport are
Concepcion, Talcahuano, Hualpen, Coronel, Chiguanyate, Santa
Juana, Chillan and Mulchen. The high-risk highways are Routes
160, 156, 152, 58 and 5. The most targeted commodities
are Food & Drinks, Miscellaneous, Tobacco, Pharmaceuticals,
Building & Industrial, and Cash-In-Transit.
The most common M.O. used by criminals is Hijacking in Transit
and Hijacking at Roadside, followed by Warehouse Burglary
at Facility Interior or Facility Lot nearby international ports and
airports. Criminals are equipped with jammers, bulletproof vests
and high-caliber weapons, such as 9mm weapons, rifles and
shotguns. They operate in groups of twenty people in all, but
only four to six at a time participate in carrying out the crimes.
Peripheral Risks
Criminal organizations related to drugs are present; urban
areas with high criminal rates are Tahualcano, Hualpen and
Conception. Most social conflicts occur inside the city. Student
groups represent a high risk for social unrest. These groups
have links with radical leftist student groups in Latin America,
mainly in Mexico.
Conclusion
Since 2015, criminal activity has decreased, except for robbery
with violence, which includes cargo theft on highways. It is
expected that cargo thefts will include violence, as drug-related
criminal activity grows; one known drug criminal organization
came from Argentina and stays focused nearby international
ports and airports.
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Colombia

Cargo Theft Trends
The provinces considered as hot spots for cargo transport
are Cundinamarca, Antioquia, Cesar, Valle, and Cauca. Threequarters of Columbia’s cargo thefts occur on long hauls, where
criminals intercept cargo units in transit on main highways.
Another M.O. used by criminals is the Romanian Roll; cargo
thieves steal the in-transit load while cargo unit is moving by
opening the trailer doors and throwing the merchandise out of
the unit without the driver’s knowledge. Pilferage and Thefts of
Full Truckload are also common.
Cargo thieves are sometimes disguised as cargo company
personnel to mislead drivers; the thieves then simulate that
one of his vehicles was stranded, asking the driver for help.
Cargo thieves have also been found to disable tractor/trailers by
puncturing the tires; while help is offered to the driver, the cargo
is trans-loaded off the truck. Cargo theft gangs are made up
of thirty people on average, including women, and can perform
three to five cargo thefts per day.
Peripheral Risks
The presence of criminal organizations related to drugs exist
that use cargo transports and people (a.k.a. “mule”) to transfer
narcotics around the world. Urban areas with highest criminal
rates are Medellin and Cali.
Conclusion
In 87% of cargo theft incidents, criminals use firearms to
threaten the driver; it is expected that cargo theft with the use of
violence will continue to grow.

Country Map Risk Scale: HIGH
Introduction
Colombia is a state
Country
Colombia
Area (Sq. Mi.)
441,000
situated in the northwest
Population
4.9 million
of South America, with
GDP (PPP)
USD $720 billion
territories in Central
Risk Level
HIGH
America. It has a mainland
2
area of 756,096.3 km , a
population of 49,210,124 people, a total nominal GDP of USD
$720.151 billion with USD $14,609 per capita. Road travel is the
main means of transport; 69% of cargo is transported by road
and 27% by railroad. The three main north-south highways are
the Caribbean, Eastern, and Central Trunk Highways.
Seaports handle about 80% of international cargo. Colombia’s
most important ocean terminals are Barranquilla, Cartagena,
and Santa Marta on the Caribbean Coast, and Buenaventura
and Tumaco on the Pacific Coast. The country has forty regional
airports with international airport in the cities of Bogotá, Medellín,
Cali, Barranquilla, Bucaramanga, Cartagena, Cúcuta, Leticia,
Pereira, San Andrés, and Santa Marta.
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Mexico

Country Map Risk Scale: HIGH
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Introduction

Peripheral Risks

Mexico is a federal
Country
Mexico
republic in the southern
Area (Sq. Mi.)
761,610
Population
119.5 million
portion of North America
GDP (PPP)
USD $2.4 trillion
with a mainland area
Risk Level
HIGH
of 1,972,550 km2, a
population of 119,530,753
people, a total nominal GDP of USD $2.406 trillion with USD
$19,480.51 per capita. The roadway network in Mexico is
extensive and all areas in the country are covered by it. The
main highways are Mexico-Veracruz, Mexico-Nuevo Laredo,
Mexico-Tijuana, Veracruz-Cancun and Queretaro-Cuidad Juarez.

A huge presence of criminal organizations exist in Mexico related
to drugs, such as “Cartel Jalisco Nueva Generacion” “Los Zetas”
and “Cartel del Pacifico”. Violent crimes have increased by 83%
as compared to 2016. Next year, national elections are expected
to increase political movements in Mexico City.

The main ports at the Pacific Ocean are Manzanillo and Lazaro
Cardenas, while at Gulf the main ports are Veracruz and
Altamira. Through them, Mexico maintains international maritime
exchange relationships with different countries on the five
continents, while contributing more than 95% of the tonnage of
containerized cargo in Mexican ports.

Conclusion
Criminals have become more organized and more violent. It is
expected that cargo theft will continue to increase in Mexico.
It is likely that political movements in the country will increase
social conflict related to national elections and have an adverse
effect on supply chains.

Guatemala

The main airports are located in Mexico City, Guadalajara
and Monterrey. The railroad system consists of 26,727 km of
railroad tracks. The transversal railway corridors link the most
important maritime ports that have rail connectivity, including
Veracruz, Tampico, and Altamira in the Gulf, and Manzanillo,
Lazaro Cardenas, and Salina Cruz on the Pacific coast. The
current four-axle carriage capacity is 130 tons in almost all of the
system.
Cargo Theft Trends
The states considered hot spots are Veracruz, Michoacan, State
of Mexico, Puebla, Guanajuato, Tlaxcala, and Colima; 75% of
all cargo thefts in Mexico are concentrated in these areas. The
high-risk highways are Mexico-Veracruz, Queretaro-Irapuato,
Copandaro-Uruapan, La Tinaja- Coatzacoalcos, Circuito Exterior
Mexiquense, Huamantla-Apizaco, Arco Norte, and Maxipista.
Regional operations of criminals specializing in cargo theft can
carry out a theft within a period of approximately 45 minutes.
Cargo thieves are becoming more violent, and are also
committing other related crimes as part of their criminal activity
such as fuel theft, vehicle theft, hijacking, carrying firearms,
violence, and using jammers.
The most common M.O. is Hijacking in Transit. Groups of six to
eight people, generally in two or three pick-up trucks intercept
cargo trucks while in transit, threatening the drivers with
firearms. One of the vehicles intercepts the unit, while the other
stays behind to guard the cargo truck. After stopping the cargo
truck, they take the driver prisoner, use jammers to block the
GPS satellite signal, and store the merchandise in warehouses
for later distribution on the black market.
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Country Map Risk Scale: ELEVATED
Introduction
Guatemala is in Central
Country
Guatemala
America, bordering the
Area (Sq. Mi.)
42,000
Population
16.2 million
North Pacific Ocean,
GDP (PPP)
USD $70 billion
between El Salvador and
Risk Level
ELEVATED
Mexico, and bordering
the Gulf of Honduras
(Caribbean Sea) between
Honduras and Belize. Its major sea ports are Puerto Quetzal
and Santo Tomas de Castilla. Its main aiports are Aurora, in
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Guatemala city, Mundo Maya Ariport, in Santa Elena city and
Puerto Barrios. Its area is 108,889 km2 and its population is
16,189,958. GDP is USD $68.39 billion. Guatemala has been
one of the strongest economic performers in Latin America in
recent years. In 2016, the country’s economy grew by 2.9%,
according to the latest estimates, and is expected to grow by
3.2% in 2017. Nevertheless, Guatemala, the biggest economy in
Central America, has one of the highest inequality rates in Latin
America, with some of the worst poverty of the region.

Venezuela

Cargo Theft Trends
The country is part of what it is called the “North Triangle” with
Honduras and El Salvador. The “North Triangle” has the highest
rates of violence in Central America and is considered the
highest risk level area for cargo in transit. In 2016, cargo theft
increased in this region.
The States considered as hot spots for cargo transportation are
Guatemala, Escuintla, and Izabal. The most common M.O. used
by criminals is Hijacking. Criminals usually commit the Hijackings
violently, using weapons, threatening drivers, and sometimes
even detaining them. In order to reduce thefts, transporters
travel in caravans and avoid travelling at night; the use of escorts
is very common as well.
Peripheral Risks
Terrorism isn’t a potential risk in the country. However, criminal
organizations have become stronger. They are considered
among the most sophisticated and dangerous in Central
America and include former and active members of the security
forces and police. These organizations are involved with drug
dealing, human trafficking, kidnapping, extortion, money
laundering, arms smuggling, adoption rings, eco-trafficking
and other illegal enterprises. They often work with groups from
Mexico, Colombia and other Central American nations.
Some argue that the measures taken by countries against drug
dealing also have economic effects on regional freight transport.
They assert that countries put a set of security mechanisms at
the borders that hinder rapid circulation of cargo.
Conclusion
Organized cargo crime has become more active, as such
transporters are increasing investments in monitoring their
cargo to ensure it arrives at is intended destination safely. Some
measures that help to mitigate risks include planning the route
and places to stop in advance. Also implementing various layers
of security including rear door locks, rear door alarm and an
Electronic Freight Security (EFS) program due to the elevated
risk level of the region.
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Country Map Risk Scale: HIGH
Introduction
Venezuela is in northern
Country
Venezuela
South America, bordering
Area (Sq. Mi.)
353,841
Population
31.8 million
the Caribbean Sea and
GDP (PPP)
USD $333.7 billion
the North Atlantic Ocean
Risk Level
HIGH
between Colombia and
Guyana. Its major sea
ports are La Guaira, Maracaibo, Puerto Cabello and Punta
Cardon. There are many airports in the country but the busiest
would be Valencia and Maiquetía. Its area is 912,050 km2 and
population of 30,912,302. The country became highly reliant on
the hydrocarbon sector (oil now accounts for 96% of exports)
and its economy started to decline mainly from the international
oil price collapse in late 2014. In 2016, economic figures
worsened, leading to falling global oil prices and deepened
economic balances. GDP fell by 10% reaching about USD
$333.7 billion, inflation hit 720%, Central Bank international
reserves dwindled and the country faced shortages of basic
goods. Opposition to the government has increased and
protests spread all over the country.
Cargo Theft Trends
Venezuela doesn’t have official statistics regarding cargo crime.
However, there is a perception that cargo theft drastically
increased in 2016, leading the government to implement military
escorts for trucks loaded with merchandise. Food & Drinks has
been the kind of products most targeted. Some attribute this
fact to hunger. In the country, they talk about a new type of
crime: hunger crime. Thefts performed by a population looking
for food are becoming more common. Cargo theft started to
occur during the day, which is unusual, as thefts used to happen
at night.
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Increases in cargo theft were reported in areas as Maracay,
Maracaibo, San Cristóbal, Barquisimetro (Circunvalación Ave,
in north of the city). Some highways targeted are Autopista
Regional del Centro (ARC); Lara-Zulia Highway; Cumaná Airport
old highway and highways going to Bolívar State.

Peru

New types of threats have become common, such as throwing
stones at the windshield, making the driver lose control of
the vehicle or stop; placing big obstacles in the road to make
the driver get down to remove it; and sending women with
children in their arms to cross the avenue and forcing truck to
slow down. Once vehicles slow down or stop, fifteen to twenty
people (many armed) attack and empty the truck. Fake Police is
another M.O. very often used by criminals.
In the north of the country, an important tuna production area in
the past, fishermen suffer from theft of goods and engines while
out in the Venezuelan Sea.
Peripheral Risks
Some areas of the country had waves of violence and lootings.
Collective thefts of stores and cargo in transit have increased.
Looting of shops often occur during protests. Serious economic
crisis, growing opposition to the government, and large social
instability all lend to Venezuela being categorized as a HIGH risk
level country. This political, economic and social turbulence is
the highest peripheral risk in the country at this moment.
Conclusion
Unless the production of oil products can be reactivated, the
trend is that criminal activities and violence will continue to
increase in Venezuala. In this case, all measures to mitigate risks
are strongly recommended. Escorts have been used by some
carriers in order to avoid thefts.
Country Map Risk Scale: MODERATE
Introduction
Peru is in western South
Country
Peru
Area (Sq. Mi.)
496,225
America, bordering
Population
30.74 million
the South Pacific
GDP (PPP)
USD $439.7 billion
Ocean, between Chile
Risk Level
MODERATE
and Ecuador. Main
airports used for cargo
transportation are situated in Lima, Arequipa, Cusco, Trujillo,
Puerto Maldonado and Chiclayo. Main sea ports are Callao,
Matarani, Paita and main riverports are Iquitos, Pucallpa and
Yurimaguas. The country has 1,285,216 km2 and a population
of 30.74 million. Over the past decade, Peru has been one of
the region’s fastest-growing economies, with an average growth
rate 5.9% in a context of low inflation (averaging 2.9%). The
strong growth in employment and income have sharply reduced
poverty rates. GDP growth continued to accelerate in 2016
on the back of higher mining export volumes. The economy
is estimated to have grown above potential at 3.9% in 2016,
according to the World Bank.
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Cargo Theft Trends
In Peru, cargo theft has increased, along with the use of
weapons by criminals. The most targeted products are Food &
Drinks, Metals (especially Copper), Pharmaceuticals, Electronics,
Clothing & Shoes, and Fuel. Minerals are also reported as a
highlighted target. Some of the highways with high risk levels are
Panamericana Norte, Panamericana Sul, and Central Highway,
especially in the Lima area. There are also reports of frequent
thefts along the Central Highway, in the Cordillera Central
mountain range, and along the Pacifico Route.

Brazil

The M.O.s most frequently used by criminals were Fake Police
(criminals using uniforms pretending to be police), forced stops
(criminals block the way with vehicles pretending the car is
broken), attacking vehicles stopped at traffic signals, and theft
by driver (drivers pretending that they have been robbed).
There are very well organized gangs, with pyramidal structured
heirarchies, who divide tasks among its members, and perform
thefts of products “on-demand”. A number of them prefer mass
consumer items: Food & Drinks, Wood, and Miscellaneous,
rather than high value-added products such as Appliances or
Electronics.
Peripheral Risks
Violence in Peru has been relatively low since the end of its civil
conflict in the late 1990s. Terrorism isn´t a potential threat in
the country anymore. However, one of the largest transnational
issues of Peru is illicit drugs. The country is one of the largest
coca leaf producers in the world. Finished cocaine is shipped
out from Pacific ports to the international drug market.
Increasing amounts of base and finished cocaine, however,
are being moved to Brazil, Chile, Argentina and Bolivia for use
in the Southern Cone or shipped to Europe and Africa. New
information on coca crops by Peru’s top drug officials suggest
that cultivations may be growing for the first time since 2011,
and that cocaine production is becoming more efficient.
Conclusion
It is possible that cargo theft will continue to grow in Peru. Some
simple measures could make cargo transportation safer, such as
providing vehicles with satellite positioning equipment (GPS) and
assigning predefined routes.

Country Map Risk Scale: SEVERE
Introduction
Brazil is in Eastern South
Country
Brazil
America, bordering
Area (Sq. Mi.)
3.3 million
Population
206 million
the Atlantic Ocean. It
GDP (PPP)
US$1.77 trillion
has 8,515,770 km2
Risk Level
SEVERE
and population of
205,823,665. Main sea
ports are Belém, Paranaguá, Rio Grande, Rio de Janeiro,
Santos, São Sebastião, Tubarão and Manaus. Among the
largest airports are Viracopos, Guarulhos, Galeão, Cofins,
Brasília, Congonhas, and Santos Dumont. Since about 2013,
Brazil has been plagued by a shrinking economy, growing
unemployment, and rising inflation. The economic crisis
worsened the crisis that lead to impeachment of President Dilma
Roussef. GPD was about USD $1.77 trillion. It is estimated to
have fallen at least 3% in 2016.
Cargo Theft Trends
Brazil has a high rate of cargo theft. Most Brazil events occur in
São Paulo and Rio de Janeiro States. The metropolitan areas
of both states are the highest risk areas of the country, where
the rate of cargo theft continues to increase. Highly targeted
products include Food & Drinks, Alcohol, Tobacco, Electronics,
and Pharmaceuticals. Hot spot highways include BR-116,
BR-101, BR-040, Anhanguera, Bandeirantes and Fernão Dias.
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In-transit thefts are most common. The M.O.s most used by
criminals in Brazil are Hijacking, followed by Attempted Hijacking
and Facility Thefts. Use of weapons is frequent, as well as
Kidnapping until the cargo is hidden trans-shipped. In some
regions like São Paulo, the use of jammers is common.
Break-ins of large warehouse/distribution centers have
happened at urban areas in very well-planned operations. Those
crimes are perpetrated by well organized and large gangs (from
twenty to thirty people) using heavy weapons and relying on
insider information.
Peripheral Risks
Terrorism isn’t a potential risk in Brazil. On the other hand,
criminal activity has increased and organized crime has become
more powerful. Their leaders are able to direct criminal activities,
even from jail. They have shown that they are able to act across
the border in neighboring countries. Organized crime is tied to
illegal drug activity, and criminals have started to use cargo theft
as an alternative source to fund the purchase of weapons and
finance drug purchases. Unfortunately, gangs are prospering
more from cargo theft than illicit drug dealing.
Conclusion
Now that organized crime has realized that they can make more
money in cargo theft than drug dealing, we expect the trend
for increased cargo theft to continue. All measures should be
taken in order to mitigate risks, including the additional layers of
security provided by Electronic Freight Security (EFS) Program.

EMEA
In 2016 there was a significant increase in cargo crime
compared to 2015. As in previous years, underreporting
has been a major issue when it comes to cargo crime.
Consequently the phenomenon appears to be virtually nonexistent in places like Eastern Europe, which is likely not the
reality. The EMEA countries where cargo crime was most
reported and recorded in 2016 were Belgium, The Netherlands,
United Kingdom (U.K.) and Germany. The first three “earn” their
spot due to excellent reporting by the national authorities.
As usual, the most targeted location for cargo thefts was
Unsecured Parking. Far below Unsecured Parking came theft
from Warehouse/Distribution Centre as the second largest
targeted location, followed by theft In-Transit.
This year as in most other years, the preferred M.O. was
Pilferage. The likely reason for this is that Pilferage is the easiest
type of cargo theft for criminals to commit, and is therefore
prone to opportunism. The second most used M.O. is Facility
Theft, followed by Theft of Full Truckload.
As for targeted products, the economic crisis in 2016 led
to a difference in focus. For example, there was a shift from
“necessities of life” items like Food & Beverages to the targeting
of more high value shipments such as Electronics and Auto
& Parts. The last category mentioned was the most targeted
one in 2016. The second place was for Electronics followed by
Clothing & Shoes.

In general terms, the 2016 increase in unemployment has
increased the demand for cheaper products, including those
of dubious origin. The economic crisis further undermined the
fragile capacity of the police to fight crime. All of these facts
contributed to the increase of cargo theft in Brazil. In 2017,
ongoing political problems can prolong the economic crisis
further increasing the unstable climate.
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Germany

Germany is a hub in Europe, with most goods in transit than
in any other European country. It generates a third of the
turnover in the ten most important logistics markets in the EU
and employs 3 million people in logistics. The port of Hamburg
processes 9.7 million containers per year.7
Cargo Theft Trends
As a result of the political structure of Germany, the country
has a multitude of law enforcement agencies. All sixteen states
have the authority to maintain their own police forces within
the borders of their state. The reporting of cargo crime is not
registered in a central database and grand totals are therefore
unknown.
Like most countries, the most common cargo theft M.O. in
Germany is by far Pilferage; the preferred location is Unsecured
Parking. Like all countries in Europe, Germany has very
limited places that can be considered as Secured Parking, to
counteract this type of theft. Pilferage is followed by Facility
Theft and Theft of Full Truckload. The North Rhine-Westphalia
region seems to be the most targeted.8
Peripheral Risks
In 2016, Germany had to deal with a severe influx of refugees.
The threat level in Germany is considered to be HIGH, since
Germany is still high on the priority list of Islamist terrorists.
The amount of Islamists that would consider using violence
is firmly growing in in the country, adding up to an estimated
1.600 people.9 Jihadists that return home have stated that the
Islamic state (ISIS) is looking to recruit new members in both
Germany and the U.K., to facilitate in carrying out attacks in
the aforementioned countries; the ISIS network is not as strong
there as it is in French-speaking countries like France and
Belgium.10

Country Map Risk Scale: HIGH
Introduction

Terrorists can and will use the transport sector as a means to
carry out a terrorist attack, which actually occurred during the
Christmas market in Berlin in December 2016. The driver of a
truck was killed by a terrorist, who then proceeded to drive the
truck into a crowd. The total death toll was twelve and many
were left injured.11

The official English name
Country
Germany
Area (Sq. Mi.)
137,903
of Germany is the Federal
Population
82.2 million
Republic of Germany. The
GDP (PPP)
USD $3.36 trillion
country is surrounded by
Risk Level
HIGH
Denmark to the north, the
Netherlands and Belgium
to the northwest, France and Luxembourg to the west, Austria
and Switzerland to the south, and the Czech Republic and
Poland to the east. There are 82 million inhabitants of whom
65.9% are from ages 15 to 64. Berlin is the capital city and is
host to the national government.

Conclusion

Germany has the largest economy in the European Union
and is fourth in the world in this category. Some of the export
products are electro-technology, heavy machinery, automobiles,
pharmaceuticals and chemicals.6 The World Bank registered
a GDP of USD $3.36 Trillion in 2015 and ranks Germany at
number 17 out of 189 for the Ease of Doing Business.
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Pilferage at Unsecured Parking is a big problem in Germany. In
addition, due to the risk of terrorists targeting trucks for their
own use, truck drivers should be well trained, and not take
any risks to prevent the hijacking of their truck, endangering
themselves and others.
To mitigate the aforementioned risks, when transiting through
Germany, drivers should plan the route well ahead. This will
give them the opportunity to stop at secure locations, which
should be assessed by a company’s security team when
available. Drivers should limit the time in which they leave their
truck unattended. Many layers of security should be utilized
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including rear door locks, rear door alarm, Electronic Freight
Security (EFS) program, good driver training instilling good
practice behavior and a driver panic button in the cab which
is connected to a monitoring station. The ability for an external
monitoring station to disable a truck and put it into limp mode
would be valuable in the event of a Hijacking.

Cargo Theft Trends
Similar to other countries in Europe, cargo theft is largely underreported and data in relation to incidents is not shared freely.
Pilferage/Curtain Slashing, Facility Theft and Hijacking are the
most common M.O.s that take place. In addition, Theft from
Moving Vehicle has been used on more than one occasion in
France. There have been many incidents also involving “fake
police” in which criminals disguise themselves and their vehicle
as the police and use that ruse to stop and carry out hijackings.
Organized crime gangs, often of Eastern European origin, play
a major role in cargo thefts in France. Goods stolen by these
gangs are mostly shipped out of the country for resale. A
method they are known to use is to place a tracking device on
a truck just outside its journey’s origin, and then track it to the
most favorable location for them to carry out their attack.

France

In a recent French newspaper article, a member of the OCLDI
(Office Central de Lutte contre la Délinquance Itinérante [Central
Office for the Fight Against Itinerant Delinquency]) stated that
there was another rise in 2016 in the number of cargo theft
incidents. The article mentions that the period from October
to February is the busiest time for cargo thefts, and that at
least half of these occurred in the following three regions: Îlede-France, Rhône-Alpes, and Champagne-Ardenne. A former
police officer has stated in the same article that France is the
country in Europe with the most cargo thefts.15 Although this is
not represented in the data that the SensiGuard SCIC (Supply
Chain Intelligence Center) has been able to gather currently, it
doesn’t mean that the article is incorrect.
Peripheral Risks

Country Map Risk Scale: HIGH
Introduction
France is a country
Country
France
in Western Europe
Area (Sq. Mi.)
247,368
that borders Andorra,
Population
64.9 million
Belgium, Germany, Italy,
GDP (PPP)
USD $2.4 trillion
Risk Level
HIGH
Luxembourg, Spain and
Switzerland. It has a
current population of 64.9 million people12, with 62.4% being
between the age of 15 and 64. France had a GDP of USD $2.4
trillion in 2015 and is ranked at number 29 out of 189 on the list
of Ease of Doing Business by the World Bank.13
The country has the Bay of Biscay to the east, the English
Channel to the northwest and the Mediterranean Sea to the
south. There are many seaports in France with some of the
largest being Brest, Calais, Dunkerque, Le Havre, Marseille and
Nantes. There are also many airports in France but some of the
busiest would be Paris CDG, Paris Orly, Nice, Lyon, Marseille,
Bordeaux, Montpellier, and Nantes.14
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In recent years, France has seen many terrorist attacks: the
“Charlie Hebdo” attack in January 2015, the Paris attacks in
November 2015, and the truck rampage attack in Nice in July
2016 being some of the larger ones. The French government
sees the threat from these attacks as severe and therefore has
the threat level set to the highest level—high, which means
that a terrorist attack will or has just occurred. The impact of a
high threat level to the supply chain is that the risk is great (the
possibility of a truck being hijacked for terrorist purposes has to
be considered) and delays because of an attack or threat of an
attack are very likely.
The French road infrastructure is excellent with high quality
motorways throughout the country. Still, the possibility of
traffic congestion especially around large cities must be a
consideration when planning journeys. France has an exemplary
national police force that is well trained and has very good
response times.
Labor disputes are frequent in France, which may cause
disruptions to supply chains. The air traffic controllers are one
such group that had many disputes in 2016 which caused
widespread disruption.
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Flooding may also be a problem in France, as was seen in
June 2016—roads were closed and people evacuated following
torrential heavy rain, which led to severe flooding in the
northeast and center of France.
Conclusion
The risk of cargo theft in France must indeed be considered
high especially around the Paris and Lyon areas. In addition, due
to the risk of terrorists targeting trucks for their own use, truck
drivers need to be well trained and not take any risks, in order to
prevent the hijacking of their truck and endangering themselves
and others.
To mitigate the aforementioned risks, when transiting through
France, drivers should plan the route well ahead. This will
give them the opportunity to stop at secure locations, which
should be assessed by a company’s security team when
available. Drivers should limit the time in which they leave their
truck unattended. Many layers of security should be utilized
including rear door locks, rear door alarms, Electronic Freight
Security (EFS) programs, good driver training instilling good
practice behavior, and a driver panic button in the cab which
is connected to a monitoring station. The ability for an external
monitoring station to disable a truck and put it into limp mode
would be valuable in the event of a Hijacking.

Italy

Country Map Risk Scale: HIGH
Introduction
Italy is located in the
Country
Italy
south-central part of
Area (Sq. Mi.)
116,347
Population
61 million
Europe and is bordered
GDP (PPP)
USD $2.234 trillion
by France, Switzerland,
Risk Level
HIGH
Austria and Slovenia. The
country is furthermore
surrounded by the Mediterranean Sea. It has a population of
approximately 60.8 million people16, with 63.9% being in the age
group between 15 and 64 years old.17
The World Bank listed Italy at number 50 on the list of Ease
of Doing Business, with 74.2% of the economy focused on
services. The government has a general gross debt of 132.6%
of the GDP. Italy has a total of goods and services transported
worth USD $547.5 billion, and in imports of USD $491.4 billion.
The country contains many sea- and airports.
Cargo Theft Trends
For Italy, the SCIC has a relatively small amount of registered
cargo thefts. This can most likely be attributed to underreporting
by the relevant agencies, and/or not attributing thefts in the
system as being cargo theft. Knowing this, it can be said that
Italy is not as safe as the heat map may suggest, based on the
available data. Within Italy, law enforcement agencies do not use
a standard definition of cargo crime; consequently, cargo crime
is often recorded as a different phenomenon. Compounding the
issue is the lack of a centralized system into which the data is
logged. Recognizing the aforementioned, Italy is putting effort
into resolving these matters in order to mitigate the risks of
cargo crime.
In 2015, more than half of the incidents were violent Hijackings.
The following year saw a reduction in this number. Hijackers in
Italy usually do not have a preference for nighttime or daytime,
and typically choose smaller regional roads near motorway exits
as their crime scene. The M.O. used by criminals is forcing truck
drivers into stopping at gunpoint, using cars to block the road.
In 2008, Operazione Strade Sicure was launched which
deployed military patrols throughout major cities in Italy to
supplement civilian police patrols and counteract both crime and
terrorist attacks.18
Peripheral Risks
Italy has been dealing with organized criminal groups for years.
Among these are Camorra, Ndrangheta, Cosa Nostra, and
Sacra Corona Unita. They regularly focus on businesses and
lucrative contracts.
Like many European countries, Italy also faces the threat of a
terrorist attack. In addition, Italy is situated close to North Africa
and the Middle East, where terrorist conflicts are ever present.
Several terrorist groups have specifically mentioned Italy as a
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target. The Italian government (along with other countries in
Europe) fears radicalization within the large Muslim communities
that are located in Milan and in the north of the country. To
counteract this, Italy initiated a robust counter-terrorism program
and actively monitors known or suspected foreign fighters and
terrorists.

United Kingdom

Other threats come primarily from left-wing and anarchist
movements that target offices with firebombs or Molotov
cocktails usually at night. Among the preferred targets are
multi-national, anti-globalization corporations and animal rights
groups. The attackers are well organized and have the ability
to gather congenial people from all across Europe. In 2016,
targets in northern Italy included a biotechnology firm and an
EU food safety office, both of which received small explosive or
incendiary devices in the mail.
There is regular seismic action in Italy, especially in the northern
part that can lead to earthquakes, which devastate daily life. The
same goes for flooding during heavy rainfalls. The government
however is well prepared for these events.
Conclusion
There are several threats that businesses need to take into
account when it comes to Italy. Involvement with organized
crime can be avoided by performing due diligence to ensure
potential business partners are not affiliated with criminal
organizations or fraudulent practices. Also good preparation
when it comes to planning routes, and physical protection of
trucks and premises by using solutions like various layers of
security including rear door locks, rear door alarms, Electronic
Freight Security (EFS) programs, good driver training instilling
good practice behavior, and a driver panic button in the cab
which is connected to a monitoring station. The ability for an
external monitoring station to disable a truck and put it into limp
mode would be valuable in the event of a Hijacking.

Country Map Risk Scale: HIGH
Introduction
The United Kingdom
Country
United Kingdom
Area (Sq. Mi.)
93,628
(U.K.) constitutes of
Population
65.6 million
England, Wales, Scotland
GDP (PPP)
USD $2.79 trillion
and Northern Ireland. It
Risk Level
HIGH
has a population of 65.6
million people and ranks
as the world’s number five largest economy. The largest group
of the population (64.5%) consists of the age group from 15 to
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64.19 The import and export value combined is 57% of the GDP,
with an economy that welcomes foreign investment.20 According
to the World Bank, the U.K. ranks at number 7 out of 189
countries of Ease of Doing Business.21 However, it had a deep
economic set back and has one of the world’s highest public
debts because of the 2008 financial crisis. To counteract this,
the government implemented deep cuts to welfare, government
services and the military. In June 2016, the British people voted
to leave the European Union (E.U.). Britain is expected to cease
to be a member of the E.U. by 2019.22
Cargo Theft Trends
In many parts of the United Kingdom, cargo theft is a high
risk. The most common M.O. in the U.K. is Pilferage, including
Curtain Slashing and Fuel Theft from Unsecured Parking from
locations such as motorway service stations, laybys, and
industrial estates. These thefts often occur while the driver is
asleep in the truck’s cabin. Facility Thefts are also a common
occurrence. Data recorded by SensiGuard SCIC confirm these
M.O.s are the most common. Toward the end of 2016, the
re-emergence of Theft from Moving Vehicle was seen in the U.K.
where criminals gain access to the trailer and steal product from
a moving, in-transit vehicle.

from overseas had been replaced by the threat posed by homegrown terrorists.26
Conclusion
The threat of terrorism is omnipresent in Europe and being
aware of suspicious situations in combination with physical
security of trucks and premises can help mitigate the risk. This
can be accomplished by good preparation when it comes to
planning routes. Also various layers of security including rear
door locks, rear door alarms, Electronic Freight Security (EFS)
programs, good driver training instilling good practice behavior,
and a driver panic button in the cab which is connected to a
monitoring station. The ability for an external monitoring station
to disable a truck and put it into limp mode would be valuable in
the event of a Hijacking.

Spain

U.K. Police forces are currently involved in two ongoing
operations targeting two organized criminal gangs that strike
in the East Midlands, Essex and South East England regions.
These gangs predominantly target trucks and trailers that are
parked in Unsecured Parking locations. The main products
currently being targeted in the U.K. are Tyres, Clothing & Shoes
(sporting goods), Electronics (IT goods), Alcohol, and Household
Appliances (white goods).
Peripheral Risks
In recent years the U.K. has been struggling with problems
stemming from its multicultural society, in combination with a
higher influx of refugees in 2016. In that year 30,603 people
applied for refuge in the U.K., of whom 66.1% were rejected.
Refugees hiding in trucks in an attempt to sneak into the U.K.
and ask for asylum more than doubled in 2016.23 This contains
several risks, from illegal immigrants dying from hyperthermia
or asphyxia to pharmaceutical or food loads being damaged
because of temperature fluctuations caused by doors being
opened.
The U.K. is also under the constant scrutiny of terrorists looking
for opportunities to carry out terrorist attacks. Concerns about
terrorism and Islamist radicalism heightened after the suicide
bomb attacks on London’s transport network in 2005.24 The
threat level in the U.K. is currently set at Severe. This is the
same for Northern Ireland-related terrorism in Northern Ireland.
The threat level for Northern Ireland-related terrorism in Britain
is currently set at Substantial.25 The Metropolitan Police
Deputy Assistant Commissioner, Neil Basu, warned isolated
communities and unregulated schooling in the U.K. were a
“breeding ground” for extremism and that the danger of attacks
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Country Map Risk Scale: ELEVATED
Introduction
Spain is located in the
Country
Spain
Area (Sq. Mi.)
195,360
southwest of Europe on
Population
46 million
the Iberian Peninsula,
GDP
(PPP)
USD
$1.193 trillion
which also consists of
Risk Level
ELEVATED
Portugal. Spain borders
France and Andorra to the
northeast and Portugal to the west. The only other land border
that Spain has is the British territory of Gibraltar. Spain is the
largest country in southern Europe with current population of 46
million people.27 The country has the Mediterranean Sea to the
east and southeast, the Atlantic Ocean to the northwest, and
the Bay of Biscay to the north. Spain has many sea ports, with
some of the largest of these being Valencia, Bahía de Algeciras
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(Bay of Gibraltar), Barcelona, Las Palmas and Bilbao. In relation
to airports, Madrid and Barcelona would be the busiest ones
from a cargo perspective. Based on figures from 2015 the GDP
of Spain is USD $1.193 trillion and is ranked at number 32 out
of 189 by the World Bank for the Ease of Doing Business.28
Cargo Theft Trends
Cargo theft is largely under reported in Spain; data in relation
to incidents is not shared freely. Pilferage/Curtain Slashing and
Hijacking are the most common M.O.s for cargo theft in Spain.
Another M.O. that also occurs is the dangerous Theft from
Moving Vehicle, in which the criminals gain entry to the truck
while it is in transit, and offload some or all of the cargo into their
own vehicle travelling behind. According to a recent Spanish
investigative news report, 30% of truck drivers in Spain have
suffered a theft of the cargo they were carrying. Companies in
Spain believe these thefts account for the loss of over €8 billion
per year. As part of their investigations, they state that Pinos
Puente (Granada) is the location with the largest number of
cargo criminals.29

Conclusion
Spain must be considered a country with an ELEVATED risk
of cargo theft, particularly due to the presence of organized
criminal gangs. When transiting through Spain, journeys should
be well planned to allow for stops at secure locations that
should always be assessed by a company’s security team.
Trucks should never be left unattended. Many layers of security
should be utilized including rear door locks, rear door alarms,
Electronic Freight Security (EFS) programs, good driver training
instilling good practice behavior, and a driver panic button in the
cab which is connected to a monitoring station.

The Netherlands

Facility Thefts are another major incident risk that occurs in
Spain. Criminals gain access through breaking-and-entering or
using falsified documentation to gain entry and steal products.
Spain is similar to the rest of Europe in that criminals target
high value goods such as Electronics, Cosmetics, Alcohol, and
Tobacco that are easy to redistribute and generate high profits.
Organized crime gangs are also known to play a significant part
in cargo theft in Spain.
Peripheral Risks
As with the rest of Europe, terrorism is a major threat in Spain as
a result of radical Islamic terrorists. The Spanish authorities have
currently assessed the threat level to be “Level 4—High”, the
second highest rating. Supply chains can be severely disrupted
by an attack or even threat of an attack, as anything can
occur from large delays to the destruction of property and the
endangerment of employees’ lives. The previous risk of terrorism
from ETA (Basque Nationalist and Separatist) has decreased
due to the cease-fire agreement of October 2011; more recently
in April 2017, it was announced that they had given up their
weapons and officially became a disarmed organization. Another
risk to be considered is labor disputes. In Spain, there is an
ongoing dispute at the country’s ports by workers causing
delays to cargo being shipped.
The infrastructure in Spain, similar to other countries in Western
Europe, is continuously being updated which includes the
upgrading of roads, rail network, airports and seaports. Around
large cities, at certain times of the day, there can be long traffic
delays due to congestion, which needs to be considered when
planning journeys.

sensitech.com

Country Map Risk Scale: HIGH
Introduction
The Netherlands is
Country
The Netherlands
listed at the fifth place
Area (Sq. Mi.)
16,040
Population
17 million
of the United Nations
GDP (PPP)
USD $750 billion
Development Program
Risk Level
HIGH
list of most prosperous
countries in the world.
Even though it is a relatively small country in size, it has the
seventeenth largest economy in the world and ranks at number
six in the E.U. When it comes to agri-food products, The
Netherlands is the second largest exporter, just after the U.S.
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The Netherlands has become a key hub for distribution in
Europe because of its geographical location and the country’s
air and seaports, like the Port of Rotterdam (Europort) and
Amsterdam Airport Schiphol. The Netherlands contains more
distribution centers than anywhere in Europe, and has the
largest inland shipping fleet in Europe.30 The GDP is USD $750
billion, with a population of 17 million people. The World Bank
ranks it at number 28 out of 189 when it comes to the Ease of
doing Business.31

of security should be utilized including rear door locks, rear door
alarms, Electronic Freight Security (EFS) programs, good driver
training instilling good practice behavior, and a driver panic
button in the cab which is connected to a monitoring station.

Belgium

Cargo Theft Trends
When looking at the SensiGuard SCIC heat map, The
Netherlands appears to be a hotspot when it comes to cargo
crime. The SCIC firmly believes that even though cargo is often
a targeted category for criminals in The Netherlands, the country
has exceptionally good reporting by the Dutch National Police
(DNP), which has put a Unit in place that is solely focused on
cargo theft in The Netherlands.
The DNP noticed a decrease in thefts during the first six months
of 2016, which turned into an increase in the latter half of the
year. Overall, the DNP registered an increase of 15% of thefts
and attempts of theft compared to the year prior.
An important hotspot in the Netherlands is and remains
Hazeldonk in Breda. There was also a shift to thefts at
Unsecured Parking places, which had not been on the radar
in the past few years. The DNP believes that this could be a
criminal group reprising M.O.s, and now moves around the
country. The DNP is participating in an international investigation
on rolling theft, which is an M.O. first noticed in August 2016.
Peripheral Risks
The level of threat in the Netherlands, like the rest of Europe,
increased during 2016. The main risk of terrorism comes from
countries near the E.U. borders. The majority of the year’s
terrorist attacks on countries around the Netherlands had their
origins in the Middle East and North Africa; perpetrators were
directed, encouraged or inspired by ISIS, Al-Qaeda or their
affiliates. The Netherlands remains a potential target.
Political developments in countries on the edge of Europe also
contributed to the worsening threat situation in the Netherlands.
Directly or indirectly, states’ political ambitions and actions can
endanger Dutch policy aims, interests or security.32
Conclusion
The Netherlands has a sound political and financial structure,
which makes it a good country for the supply chain. However, it
does struggle with a reasonably large amount of cargo theft. In
addition, it is at a high risk of being targeted by terrorists.
When transiting through the Netherlands, journeys should be
well planned in advance, allowing for stops at secure locations,
which should be assessed by a company’s security team when
available. Trucks should never be left unattended. Many layers
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Country Map Risk Scale: HIGH
Introduction
Belgium is dealing
Country
Belgium
Area (Sq. Mi.)
11,787
with some structural
Population
11.3 million
weaknesses when it
GDP (PPP)
USD $455 billion
comes to the economy.
Risk Level
HIGH
The tax system puts
a major strain on the
government to support the extensive welfare state. This
contributes to Belgium’s public spending rate around 55% of
GDP, being among the world’s highest. The GDP was USD $455
billion in 2015, with 64.8% of the population being between the
age of 15 and 64. Government debt is now larger than the size
of the economy. Despite some progress, labor market rigidities
impede productivity and job growth.33
Even though Belgium is seen as a hub in Europe, the transport
sector is not flourishing. Companies with fleets of trucks
are especially struggling due to a tax per kilometer that was
implemented in 2016.34 Belgium has four sea ports (Antwerp,
Ghent, Ostend and Bruges), along with some inland ports. The
World Bank ranks Belgium at number 42 out of 189 on the list
of Ease of Doing Business.35
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Cargo Theft Trends
Like the The Netherlands, Belgium is also considered a hotspot
in the EMEA region when visualized on a heat map. Thanks to
the Belgian police, many incidents were registered in Belgium in
2016. This positioned Belgium in the number one spot within the
EMEA region; all of the incidents were registered as occurring
at Unsecured Parking locations. Not surprisingly, the most used
M.O. was Pilferage. The county that stood out as one of the
most targeted regions was Mons. Mons is located along the
N56 and can be accessed via one of the main motorways: the
E42.

Russia

Peripheral Risks
Terrorists are very likely to carry out attacks anywhere in
Belgium; the country has already experienced a number of high
profile terrorist attacks. On 6 August 2016, two police officers
were attacked by a man with a machete in the city of Charleroi.
On 22 March 2016, coordinated terrorist attacks killed thirtytwo and injured hundreds more at Brussels Zaventem airport
and on the metro system. The main threat is from extremists
linked to Daesh (formerly referred to as ISIS). Daesh has claimed
responsibility for attacks in Belgium.36
These attacks can pose serious threats to supply chains due to
casualties among personnel, damage to premises or transport
facilities, and limited control over shipments experiencing longer
waiting times due to restrictions imposed by the government.
Conclusion
Belgium struggles with a large amount of cargo theft, and is
a target of terrorists. Transiting through Belgium calls for a
heightened awareness; journeys should be well planned ahead,
allowing for stops at secure locations, that should be assessed
by a company’s security team when available. Drivers should
limit the time they leave their vehicle unattended. Many layers of
security should be utilized including rear door locks, rear door
alarm, EFS (Electronic Freight Security) program, good driver
training instilling good practice behavior, and a driver panic
button in the cab that is connected to a monitoring station.

Country Map Risk Scale: HIGH
Introduction
Russia has a population of
Country
Russia
143.4 million people, with
Area (Sq. Mi.)
6,592,800
Population
143.4 million
69.9% being between the
GDP (PPP)
USD $3.938 trillion
ages of 15 and 64. When
Risk Level
HIGH
it comes to the Ease of
Doing Business in Russia,
the World Bank ranks it at 40 on a list of 189 countries. It
exports a total of USD $393.2 billion and imports a total of USD
$281.6 billion of goods and services per year.37
The Russian economy seems to be slacking with a slowing of
industrial production growth among other signs. The Central
bank stepped up to rescue the country’s largest privately
owned bank. The banking sector is a major priority since it
suffered from the effects of the recession of 2015 and 2016.38
Consumption is expected to drive growth in 2017-2019, with
investment playing a supporting role, however Russia’s growth
projections remain sensitive to oil prices.39
Russian police seems to struggle with being non-transparent.
This leads to for instance the Traffic Police having to deal with
corruption within its troops.40 Road conditions and road safety
are often poor, especially outside of the major cities. There are
many casualties and fatalities reported on Russian roads.41
Cargo Theft Trends
The amount of cargo theft that is being reported in Russia is
very limited. Especially when compared to smaller countries in
the region like The Netherlands and Belgium. This most likely
does not mean that there is a limited amount of cargo theft in
Russia. It rather implies that such crimes are either registered
under another crime category other than cargo crime, and/or
it is not reported outside of the law enforcement agencies that
deal with such crimes in the country. Another possibility might
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be that crimes involving cargo are targeted from Russia, with
the thefts being carried out in other countries rather than inside
Russia.42

South Africa

The limited incidents that were recorded by the SensiGuard
SCIC show that a large percentage was concentrated in
Moscow, with Pilferage and Facility Theft being the most
common M.O.s. Deviating from most countries when it comes
to cargo crime, the preferred locations in Russia are warehouses
and distribution centers.
Peripheral Risks
Terrorists are very likely to attempt or carry out attacks in Russia.
Attacks have mainly been executed by Islamist and rebel groups
in the North Caucasus, but attacks are not limited to this region.
Some previous attacks have seen large numbers of casualties.
Attacks have occurred most frequently in the North Caucasus,
but also in Moscow. In 2015, Daesh (formerly referred to as ISIS)
announced the establishment of an affiliate in Russia. There are
on-going armed clashes, kidnappings, seizures of buildings,
and other violent incidents in the Donetsk, Lugansk and Kharkiv
oblasts of Ukraine bordering Russia. It is clear that a number of
border-crossing points are insecure, and fighting is taking place
across the border.
Security services conduct frequent counter-terrorism operations
in the North Caucasus republics, and elsewhere in Russia,
like Georgia and Azerbaijan, which cause traffic and travel
restrictions.43 These also affect the transport sector.
There is a history of kidnapping in the North Caucasus region
and westerners have been particularly vulnerable. Many
governments will not make substantive concessions to hostage
takers, as doing so increases the risk of hostage taking.44
Conclusion
Driving through Russia calls for a heightened awareness.
Journeys should be well planned ahead, allowing for stops
at secure locations out of harm’s way from cargo thieves and
terrorist action. Many layers of security should be utilized to
protect the safety of the load and the driver like bolt locks
and panic buttons. The use of dash cams to record staged
accidents is recommended.

Country Map Risk Scale: SEVERE
Introduction
South Africa is located
Country
South Africa
at the southern tip of
Area (Sq. Mi.)
1,219,090
Population
55 million
the African continent.
GDP (PPP)
USD $294.1 billion
It consists of a total of
Risk Level
SEVERE
1,219,090 sq km and is
bordered by Botswana,
Lesotho, Mozambique, Namibia, Swaziland and Zimbabwe.45
Even though Apartheid was abolished in 1990, South Africa still
deals with great inequality in income levels, education, poverty,
and violent crime. A persistent epidemic of HIV/AIDS infection
among the population has yet to be tackled by the government.
The country is struggling financially and economic activity
remains weak. This combined with an unstable government can
bring the country to the verge of a recession.
South Africa has a population of approximately 55 million people
with 65.7% between the ages of 15 and 64. It has a GDP of
USD $294.1 billion. The import was $89.6 billion in 2015 and
the export USD $85.5 billion.46 The World Bank ranks South
Africa at number 74 out of 189 on the list of Ease of Doing
Business.
Cargo Theft Trends
South Africa is one of countries with the highest risk of cargo
theft in EMEA. Thefts involving violence and weapons are a
daily occurrence throughout the entire country, which creates a
huge ongoing threat for companies and their supply chains. The
targeted vehicles are seldom attacked during daytime. Hijacking
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of trucks with the use of excessive violence and/or weapons
is the most common M.O. Criminals will place debris on the
road in order to force drivers to stop after hitting the objects.
Faking mechanical problems and flagging down vehicles is also
an applied method. SCIC was able to record the M.O. in which
perpetrators pose as police officers. While doing so, they force
a truck to stop in order to rob the driver.47 This M.O. is also
referred to as Blue Light Robbery and was investigated by the
South African Police Service (SAPS) in Gauteng. They often use
police paraphernalia to execute their crimes, which use is solely
permitted to the actual police within the country.48 There are
reports that real police officers are involved in actual hijackings,
working side by side with the hijackers. Corruption is very
common across the country and along with police; quite often
company employees are also involved in cargo thefts.49

way to stop, along with physically securing the vehicle are key.
Be aware of suspicious situations and do not stop unless it is
absolutely necessary. When stopped by the police, put on the
blinkers and drive to a secure place before you stop. Try not to
depend just on GPS navigation, but make sure beforehand that
the route does not travel through dangerous areas.

APAC

China

Gauteng and Mpumalanga are the two regions where the most
Hijackings occurred, with Gauteng accounting for over 50% of
the incidents. Northern KwaZulu Natal and Zululand, have had
incidents of hijackings and robberies, particularly on isolated
secondary roads. Incidents have also occurred on the roads
to and from Kruger Park where there have been cases of car
hijackings.50 Tobacco was the product most stolen, followed
closely by Alcohol and Electronics.
Peripheral Risks
The roads in South Africa are in relatively good condition.
Nonetheless, there is a staggering amount of automobile
accidents (with fatalities). During the 2016/2017 holiday season
(December-January) alone, there were 1,714 road fatalities in
South Africa. The lack of good driving skills, or just blatantly
neglecting the rules, alcohol abuse, slow and un-roadworthy
vehicles, the condition of the road surfaces, and the frequent
presence of pedestrians/animals are at the root of this problem.
Some GPS systems may route motorists through dangerous
neighborhoods/townships and/or on remote/unsafe rural roads.
In 2016, there was an increase in terrorist threats in South Africa
due to certain actors playing facilitating roles including recruiting,
funding, and providing a safe haven to international terrorists.
Labor strikes are a common phenomenon in South Africa. This
is even more so for the Gauteng Province which hosts the
political and economic capitals Pretoria and Johannesburg.51
Trade Unions have substantial weight and play a big role in
day-to-day Industry practice.52 A common way to protest is
by issuing go-slow actions, which entails that workers work as
slowly as possible and by the blocking of roads which causes
gridlocks in major cities. Labor unrest can effect the private
trucking sector among others.
Conclusion
When transporting cargo through South Africa, drivers should be
extremely diligent when it comes to their safety, the safety of the
vehicle, and the cargo they are carrying . Becoming acquainted
with the routes they must travel and the secure places along the
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Country Map Risk Scale: MODERATE
Introduction
Country

China

Area (Sq. Mi.)
3,705,407
China is a country in
Population
1.39 billion
eastern Asia that has
GDP (PPP)
USD $11 billion
world’s largest population
Risk Level
MODERATE
of approximately
53
1,387,866,000. It is the
fourth largest country in the world after Russia, Canada and
U.S. It shares borders with Afghanistan, Bhutan, Burma, India,
Kazakhstan, North Korea, Kyrgyzstan, Laos, Mongolia, Nepal,
Pakistan, Russia, Tajikistan, and Vietnam. The major seaports
in China are Dalian, Ningbo, Qingdao, Qinhuangdao, Shanghai,
Shenzhen, and Tianjin out of which high volumes of cargo
containers are shipped worldwide. From a cargo perspective,
the busiest airports in China are Shanghai, Beijing, Guangzhou
and Shenzhen. Based on figures from 2015, the GDP of China
is USD $11 billion.54

Cargo Theft Trends
Although China historically had a low risk when it came to cargo
theft, it more recently had an increase in the risk involved. Cargo
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theft is also largely under-reported and theft-related data is not
freely available. One of the popular M.O.s used is Theft from
Moving Vehicle, in which criminals gain access to a trailer while it
is moving, by cutting through the trailer curtains, or opening the
rear doors. Incidents of this type have recently been seen.
Peripheral Risks
Following the announcement in 2013 by China’s president
that they planned to increase trade with many other countries
using the “New Silk Road”, companies shipping from here
have increased. There are two parts to this route: one of which
travels overland via road and rail, linking China to Europe via
Central Asia; the other is the maritime route, which links China
to Southeast Asia, the Middle East, and Africa via different
important sea-lanes. Some factors that may be considered
along these routes are the variable climate in which they transit,
leading to the need for containers to be able to withstand the
extreme temperature changes throughout the journey. Improved
containers are making these routes more feasible for clients.
Theft can be a major risk due to the high value of goods being
transported.
Roads in and around the larger cities are in good condition,
but in more rural areas the conditions can be very poor. Traffic
congestion due to the number of vehicles on the road can be
a major problem, and quite often stops traffic completely for
periods of time. Drivers in China can be very inexperienced
because it has only been in the last ten years that private
ownership of vehicles is allowed. This leads to poor knowledge
of traffic laws and accidents, which in turn leads to delays.
China is not believed to be a high risk when it comes to
terrorism and the threat of an attack.
Conclusion
China can be considered a MODERATE risk when it comes
to cargo theft. However, it is advisable that many layers of
security be implemented when shipping cargo from China.
Good planning should be used taking into account the extreme
differences in regional weather conditions for cargo travelling
throughout the country. If transporting by road, the route should
be analyzed in detail, in order to assess the road infrastructure
and identify any secure stopping locations.

Country Map Risk Scale: ELEVATED
Introduction
Country
Malaysia
Malaysia has a population
Area (Sq. Mi.)
127,724
of 31.7 million people,
Population
31.7 million
with 67.7% being
GDP (PPP)
USD $913.59 billion
between the ages of 15
Risk Level
ELEVATED
and 64. The World Bank
scores it at number 64 out
of 189 on the list of Ease of Doing Business. The total value of
exported goods and services is USD $5.1 billion, with a value
of imports at USD $5.3 billion. The nominal GDP is USD $11
billion.55

Malaysia’s economic growth has slowed but remains resilient to
external adversity. Currently, Malaysia has a total of seven major
Federal ports: Port Klang, Johor Port, Port of Tanjung Pelepas,
Kuantan Port, Penang Port, Bintulu Port and Kemaman Port.56
Malaysia has many airports, the largest located in Kuala Lumpur.
Cargo Theft Trends
There is little known about cargo theft in Malaysia due to a
lack of data sharing, which is characteristic for the region,
and undermines knowledge of the types of crime committed.
Many companies do not like to disclose their losses for fear of
damaging their brand.
The Royal Malaysian Police (RMP) is a national police force,
which forms part of the security forces in Malaysia. It has
responsibilities, which range from traffic control to intelligence
gathering. The RMP works closely with police forces from across
the world and in particular the surrounding countries.57
The government has designated the entire eastern portion
of Sabah (extending from the town of Kudat in the north to
Tawau district near the border of Indonesia) as the Eastern
Sabah Security Zone, and has established the Eastern
Sabah Security Command (ESSCOM) to coordinate security.
There is a significant police and army presence in the area,
and checkpoints have increased. The government has
also enhanced efforts to patrol its maritime border with the
Philippines. Malaysian law enforcement officials have enacted
land- and water-based curfews in the coastal areas of eastern
Sabah.
Peripheral Risks

Malaysia
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Malaysia deals with numerous traffic fatalities on an annual
basis and is considered to be among the top twenty most
dangerous countries to drive. Motorcyclists who blatantly ignore
traffic laws pose the largest risk. Big cities in Malaysia become
congested with heavy traffic and flooding during the monsoon
season, which runs from November until February. Rural areas
experience landslides due to poor road quality and drainage
systems.
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Malaysia experienced its first terrorist attack related to ISIS
in June 2016, injuring six people in a grenade attack at a
nightclub near Kuala Lumpur. Regional extremist groups have
demonstrated the capability to carry out attacks in locations
where Westerners congregate; these groups do not distinguish
between civilian and official targets. Since April 2014, Malaysian
authorities have arrested more than 250 ISIS supporters,
including many individuals who planned to fight in Syria and Iraq.
Conclusion
Even though there is little information on actual cargo theft,
the risk map for Malaysia is still set on ELEVATED due to the
high risk of terrorist attacks. These can seriously disrupt supply
chains due to the injuring of personnel, damaging of property
and vehicles. More stringent safety measures following an attack
can cause big delays in transport.
It is advisable that many layers of security are implemented
when shipping cargo from Malaysia. Good planning should be
comprehensive and include provisions for flooding and traffic
congestion that may delay the cargo. If transporting by road,
the route should be planned in detail in order to assess the road
infrastructure condition and identify any secure stop locations.

Philippines

Introduction
The Philippines consist
Country
Philippines
Area (Sq. Mi.)
120,000
of 7,641 islands and are
Population
104.2
million
located in South East
GDP (PPP)
USD $873.97 billion
Asia in the Western
Risk Level
ELEVATED
Pacific Ocean. They
share maritime borders
with Taiwan to the north, Vietnam to the west, Palau to the east
and Malaysia and Indonesia to the south. The country has a
population of 104.2 million people of which 63.5% are between
the ages of 15 and 64. The World Bank places the country at
number 99 out of 189 countries when it comes to Ease of Doing
Business.
The Philippines have many different ports that are located
around the South China Sea, the Pacific Ocean, the Celebes
Sea and several inland seas. It has a total of 71 airports, eleven
are international with the largest located in Manila.58
Cargo Theft Trends
The major concern in the Philippines is the high level of crime
in major urban areas. Some of the M.O.s applied are theft and
robbery. For example, the Philippine National Police Directorate
for Investigation and Detective Management reported that in July
2015, 26% of break-ins occurred in business establishments
and 9% of hold-ups were in business establishments other than
banks and pawnshops. In 40% of the cases, the preferred time
of day was between 12:00 a.m. and 4:00 a.m.59 Even though
this can also occur to trucks, crime in the Philippines is not
specified as cargo theft.
Peripheral Risks
Many big cities in Asia have to deal with congested roads
as well as reckless driver behavior. The Philippines are no
exception. Roads in the more rural parts of the country are
generally poorly maintained and badly lit at night, which
makes driving even more hazardous. The Philippines are very
susceptible for earthquakes and typhoons, due to the fact that
they are very close to the “Ring of Fire”, a location with 452
volcanos.
Terrorist groups and criminal gangs continue to operate in the
Philippines. The country falls just outside the top ten and ranks
at number 11 out of 124 of the Global Terrorism Index.60 The
country ranked in the top ten, six times prior.61 The Abu Sayyaf
Group (ASG), that has pledged its allegiance to ISIS, operates in
Mindanao, mainly in Zamboanga and the Sulu Archipelago, as
well as throughout the Sulu Sea. ASG is notorious for its kidnapfor-ransom operations, an M.O. that can also be applied to
people within the supply chain, like truck drivers.

Country Map Risk Scale: ELEVATED

sensitech.com

The Philippines are prone to typhoons, flooding and landslides.62
These disasters can easily set back development and
economic gains by causing disruption to communication and
transportation.
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Conclusion
The Phillipines do not specifically record cargo theft and do not
share this information freely. There are certain aspects about the
country that give an indication into the safety of cargo, such as
its high ranking on the Global Terrorist Index, as well as poor
road conditions and certain types of crime. Avoiding locations
that are ranked as susceptible for terrorist activities, making
oneself familiar with driving conditions, and refraining from
actions that can facilitate criminal action can mitigate many of
the risks.

business outsourcing services. Services are booming, causing
major economic growth, however this sector employs less than
33% of the work force. The Country has a public debt of 52.3%
of the GDP and it imports USD $381 billion per annum.64
India has seven major sea ports being Chennai, Jawaharal
Nehru Port, Kandla, Kolkata (Calcutta), Mumbai (Bombay),
Sikka, Vishakhapatnam. There are two container ports: Chennai
and Jawaharal Nehru Port, and Liquid Natural Gas (LNG)
terminals located in Dabhol, Dahej, Hazira.
Cargo Theft Trends
Little information is shared and therefore little is known when it
comes to cargo theft data in India.

India

Peripheral Risks
The Kashmir region is and has been an area of concern due
to border conflicts, being that it partially falls under the regime
of China, India and Pakistan. This makes it into world’s most
militarized territorial disputes. India maintains a very strict regime
when it comes to crossing the border to keep insurgents out.65
Financial- and cybercrime seem to be increasing in complexity
as capability increases in India, sometimes with criminal groups
from Africa (West Africa/ Nigeria) stepping into the process in
Mumbai and Goa. They can affect businesses by using their
name to commit their swindles, which can cause damage to a
brand.
India is a fast growing country when it comes to its population
and the government is struggling to provide the facilities to
accommodate everyone’s needs. This is also true for the roads,
resulting in high fatality numbers and heavily congested cities
because of heavy rainfalls. This can cause serious delays in
transportation of goods.
India has the questionable honor to rank at number 7 out of 124
of the Global Terrorism index, which lists countries that are most
impacted by terrorism. India has been in the top ten of this list
14 times already. Nonetheless, relatively few people lose their
lives due to terrorism.66

Country Map Risk Scale: ELEVATED
Introduction

Conclusion

India is located in
Country
India
Area (Sq. Mi.)
1,269,219
Southern Asia bordering
Population
1.37 billion
the Arabian Sea and the
GDP (PPP)
USD $9.489 trillion
Bay of Bengal, between
Risk Level
ELEVATED
Burma and Pakistan.63
The countries that
border India are Bangladesh, Bhutan, Burma, China, Nepal
and Pakistan. India is the world’s largest democracy and
according to estimates of the United Nation (UN), its population
is expected to overtake China’s in 2028 to become the world’s
most densely populated nation.

Even though little is known on cargo theft in India, the country
can be a hazardous area for the supply chain sector. This is
due to limited resources for the number of people in the country
which opens the door for unwanted events like dangerous and
severely congested roads. This can be mitigated by becoming
well acquainted with the traffic customs in the country, as well
as planning alternative safe routes during the daytime when
possible. Monitor the status of you company’s name and act
diligently when it is misused by criminal groups. Avoid areas that
are known for terrorist activities and political unrest.

India has a diverse economy that includes various modern
industries and services like information technology (IT) and
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Vietnam has 195,468 km of roadways of which 148,338 km is
paved. There are five major seaports—Cam Pha Port, Da Nang,
Haiphong, Phu My, and Quy Nhon. There is one river port Ho
Chi Minh (Mekong), and two container ports, Haiphong and
Saigon New Port.

Vietnam

The World Bank ranks Vietnam at number 78 when it comes
to Ease of Doing Business. Vietnam is a member of the World
Trade Organization (WTO) and The Association of Southeast
Asian Nations (ASEAN).69
The country lacks adequate infrastructure, there is corruption,
the professional population lacks certain skills, and there
will be some difficulties in communicating with locals due to
language barriers. Furthermore, one has to be prepared to deal
with bureaucracy and the lack of Intellectual Property Rights
enforcement.
The Vietnamese government plans to increase investment in
transport infrastructure from USD $7 billion to USD $120 billion
by 2020. Their infrastructure plans include:
• building two new international standard airports
• upgrading seven existing airports
• building six metro operations in Hanoi and Ho Chi Minh City70
Vietnam is forecast to be one of the top ten fastest growing
economies in the next few decades. It has one of the most
vibrant economies in Asia with a large market for capital goods
and a growing domestic market for consumer goods.71
Cargo Theft Trends
The influence of organized crime is becoming more affluent,
while focusing on the manufacturing and distribution of
counterfeit goods. In 2016, police arrested an organized crime
ring that extorted money for five years from contract truck
drivers making deliveries and pick-ups at the manufacturing
plant of a major U.S. company.
Peripheral Risks
Country Map Risk Scale: MODERATE
Introduction
Vietnam is located
Country
Vietnam
Area (Sq. Mi.)
128,455
in Southeastern Asia
Population
95.2
million
bordering the Gulf of
GDP (PPP)
USD $170.6 billion
Thailand, Gulf of Tonkin,
Risk Level
MODERATE
and South China Sea,
as well as China, Laos,
and Cambodia. The countries bordered are Cambodia, China
and Laos. Vietnam has a population of 95.2 million people with
70.1% between the ages of 15 and 64.67 The country has a
GDP of USD $170.6 billion. The purchasing power per capita is
around USD $3,600.68
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Vietnam is not known for large amounts of violent crime, but
there is an increase during the four to six weeks leading up to
the Vietnamese Lunar New Year called Tet. In this period, there
is a rise in demand for expensive products, which people buy
as gifts. This elevates the chance of criminals to steal something
valuable. However, this phenomenon is recognized by local law
enforcement agencies who elevate their presence to mitigate the
risk.
The traffic in Vietnam presents a large threat due to a
combination of a highly unstructured road system, fast growing
numbers of vehicles, and an utter disregard of traffic laws
by drivers and pedestrians. Because the drainage system in
Vietnam is not up to par and causes road flooding, traffic can
easily be disrupted due to even short but heavy rain showers.
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The typhoon season in the south runs from April until October/
November, and April until December in the central region. This
period coincides with rainy/wet season, causing flooding and
land slides, often happening in central coastal areas like Nha
Trang and Da Nang. The eastern regions near the coast are
affected by tropical cyclones, from May until November, but
cyclones can also occur outside the season. The Mekong Delta
in the south is particularly vulnerable to severe flooding during
the rainy season. Climate change has caused environmental
deterioration in the Mekong Delta, further aggravating drought
and flooding.72
Conclusion
There is little known about cargo crime in Vietnam, however
it seems to be a country that offers ample opportunities for
businesses development. The biggest risks are caused by
organized criminal groups that may use the supply chain sector
to facilitate or disguise their activities. This can be mitigated
through applying due diligence when collaborating or contracting
with local companies. Severe weather conditions may cause
delays in transportation due to the inaccessibility of routes. Even
though the weather is hard to predict, this risk can be mitigated
by planning alternative routes and transportation methods way
ahead of time.
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