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About the Author

Project Background
The purpose of this study was to find out more about 
pharmaceutical cargo theft. In particular, this research 
explored the full extent of this kind of theft, as well as 
the other or tangential costs associated with it. The 
study identified indirect costs and other cost factors, 

ranked their importance and identified the frequency 
of occurrence. Using this data and the opinions of 
those that participated in the survey, the researchers 
established an estimation of the total cost in dollars 
associated with these factors.

Methodology
A web-based, self-administered questionnaire was 
employed to collect the information and opinions. The 
questionnaire, which used Qualtrics survey software, 
was posted on a secure University of Texas website.

Respondents were from seven membership-based 
associations or organizations that focus on the 
pharmaceutical distribution process:

•  Transported Asset Protection Association (TAPA) - 
EMEA, Asia, and Americas

•  National Biopharmaceutical Security Council 
(NBSC)

•  Pharmaceutical Cargo Security Coalition (PCSC)

•  Pharmaceutical Security Institute (PSI)

•  CHUBB Group of Insurance companies

•  Healthcare Distribution Management Association 
(HDMA)

•  Consumer Healthcare Products Association 
(CHPA)

Members of these organizations are considered 
to be experts in the distribution of pharmaceutical 
products, risk management, logistics, freight 
insurance carriers, and the investigation of 
pharmaceutical thefts and diversion activities. 

The questionnaire’s website address, along with  
an invitational paragraph defining the study’s  
purpose and objectives, was sent to members  
via their organization’s website or email newsletter. 
In addition, emails were sent to logistical experts 
requesting their participation. 

Participation was voluntary and participants were 
assured confidentiality and anonymity. No personal 
data were collected.

Due to the nature of the instrument, and diversity 
of respondent expertise, it was expected that not 
all participants would have the experience and 
knowledge to provide answers to all the questions. 
Thus, the number of responses per question varied.

To gain a better understanding of other costs outside 
of the product associated with a major pharmaceutical 
cargo theft, a list of potential other cost factors was 
included in the survey. This list, which was used 
as a basis for this research, came from cargo theft 
literature, company reports, logistic association 
reports, and from discussions with logistical and 
investigative cargo experts. 

This research project was funded by Sensitech Inc. 
and FreightWatch International and was conducted 
from November 2014 to January 2015. Overall, 
66 people opened the website to access the 
questionnaire, with 52 people responding to part 
or all of the questions. Due to the methodology 
employed, it was not feasible to determine the 
study’s response rate. 
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Executive Summary
Pharmaceuticals are one of the most valuable types 
of cargo stolen. However, statistical cargo theft 
reports are typically unable to completely capture the 
full extent of this issue. 

For instance, the reported theft of pharmaceutical 
products is typically only 1-4% of thefts in all 
product theft categories, according to data from the 
FreightWatch International Supply Chain Intelligence 
Center (FWI SCIC). 

However, it is well known across all global industries 
that statistics on cargo theft are significantly 
underreported. The reasons for this are many, and 
may vary from country to country or from industry  
to industry—but surely the pharmaceutical industry  
is no different.

In fact, data from this research report indicates that 
there is most likely a much higher rate of theft—and 
much greater associated costs—than reported in  
this industry.

To substantiate this claim, researchers conducted 
a study that polled professionals in pharmaceutical 
distribution companies. The respondents included 
experts in the distribution of pharmaceutical 
products, risk management, logistics, freight 
insurance carriers, and the investigation of 
pharmaceutical thefts and diversion activities. 

In this study, over half (51.9%) of these professionals 
reported that their company experienced a major 
U.S. cargo theft resulting in a loss of $100,000 or 
more within the last five years. This research also 
uncovered these findings for the same period of time: 

•  The median number of thefts among these 
companies was three, with over 75% of 
respondents reporting more than one major 
pharmaceutical theft.

•  On average, each respondent indicated their 
company experienced 5.64 total losses, or 1.13 
losses per year.

•  Three respondents estimated their company 
experienced 20 losses, or four losses per year.

•  One respondent reported 80-100 thefts (16-20 
per year) outside the United States valued at 
$100,000-$250,000. 

•  Another reported over 175-225 thefts (35-45 per 
year) internationally valued at less than $100,000. 

Other Cost Factors: 
Millions in Potential Losses

In addition to the volume of threats noted here, 
there is another important factor that should be 
considered when discussing thefts in this industry. 
Pharmaceutical cargo is one of the most valuable 
types of cargo, and the costs of theft go way  
beyond the value of the product. Therefore, the  
indirect costs and other cost factors associated  
with pharmaceutical cargo thefts can be substantial 
and significantly greater than those in any other 
market sector. 

In fact, as this research indicates, the potential costs 
to a company after a theft could be as much as five 
times the value of the product. And when products 
are valued in the millions, the additional costs are 
clearly exponentially high. 

As seen in the pages that follow, this report 
provides insights into what may be a more accurate 
perspective on the occurrence of pharmaceutical 
cargo theft, and the real costs associated with  
such thefts.

Behind-the-Scenes 
Cost of Theft 
When pharmaceutical cargo thefts are documented, 
the monetary value reported is typically an assessment 
of lost sales, or the value of the product stolen, 
to the company at the retail market price. These 
numbers certainly can be substantial, and in fact, it 
is not uncommon to see documented thefts in the 
pharmaceutical industry valued in excess of $10 million. 

But retail value of the stolen product is only part of 
the story. To gain a full perspective on the real costs 
associated with thefts in the pharmaceutical industry, 
one must include indirect costs and other cost factors. 
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For example, several years ago, Chubb reported that 
for every $1 of direct cost recovered from insurance, 
as much as $4 is lost to non-reimbursable indirect 
costs related to lost sales, replacement shipments, 
customer dissatisfaction, and implementation of  
theft deterrence. 

That number would likely be significantly higher today. 

Indirect Costs 
and Other Cost Factors

Each theft of pharmaceuticals is unique, with many 
variables, but here are a few common indirect costs 
as a result of a theft: 

•  Recovered product testing, destruction, 
and recalls. When drug products are recovered, 
companies have the option to either destroy them 
immediately, or to inspect and test the products, 
and then destroy any compromised product. 
However, if the stolen products re-enter the drug 
distribution system, companies are often required 
to recall any products with the same lot number. 
Testing and destruction scenarios are costly, but 
the expenses associated with a recall could reach 
millions of dollars, depending on the quantities 
and geographic conditions. 

•  Investigational costs and added security. 
While many firms have their own investigators, 
the expenditures related to investigations can add 
up quickly. Enhanced security for future cargo 
shipments is often required, as there may be a 
need for additional security people or drivers, and 
for security monitors to covertly track the load. In 
some cases, the mode of shipping might need to 
be altered to something more secure, such as air 
freight, as opposed to ground transportation.

•  Replacement product and transportation. 
If product inventory is available, the cost 
of replacing stolen product is mainly in 
transportation. Nonetheless, this can be a 
substantial cost, especially for emergency 
situations, and in situations where there is a new 
delivery route, added security, or a change in 
mode of transportation, as mentioned above. If 
new product is needed, there are replenishment 
costs, which include everything from purchasing 
ingredients to manufacturing, all of which adds 

up quickly. Companies may also experience 
disruptions in current production schedules, 
employee overtime, and added costs in 
packaging, handling, and transportation. 

•  Loss of sales. The costs here, which affect the 
manufacturer, wholesalers and pharmacies, are 
dependent on whether the company can replace 
the stolen product quickly. And of course, if 
potential customers buy replacement product from 
a competitor, the sales loss may be permanent. 

•  Communication with affected parties. 
For most manufacturers, any kind of theft would 
require communication with the FDA in a formal 
announcement, as well as announcements 
to health care practitioners and patients. 
Needless to say, after a large theft of valuable 
pharmaceuticals, a manufacturer’s public relations 
team would be working around the clock to 
assure all parties are properly informed, and the 
bill could be substantial. 

•  Insurance costs. In addition to potential 
increased insurance premiums or the loss of 
insurance coverage, insurance companies may 
require new mitigation strategies, such as the 
previously mentioned added security or new 
modes of transportation measures. The costs 
to enhance security protocols, train and add 
new security people, implement new security 
equipment, or add new transportation contractors 
can add up quickly.

Beyond these major categories, the list of potential 
costs associated with cargo theft goes on, and some 
of these costs are not easy to quantify. For instance, 
if there are shortages of product in the market, there 
could be threats, hardships, and costs to healthcare 
and patient care. There may be patient harm if the 
stolen product is not stored or handled properly 
before being diverted back into the market place, 
a concern especially for cold chain products. The 
results of both shortages and compromised product 
can cause added costs or even death for patients. 

And of course, there are other losses that are 
equally difficult to measure, such as loss of company 
reputation or stockholder confidence.
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A Closer Look at the Number 
of Major Cargo Thefts
To gain a better understanding of the full extent of 
cargo theft in the pharmaceutical industry, respondents 
in this study were asked if their company experienced 
one or more major pharmaceutical cargo thefts within 
the last five years. For the purposes of this study, major 
pharmaceutical thefts were defined as a $100,000 or 
more loss in pharmaceutical cargo. 

More than half of the respondents indicated that they 
had experienced this type of theft. 

Major Cargo Thefts within the Last Five Years

Response Percentage of Respondents

Yes 51.9%

No 42.3%

Don't Know 5.8%

The research also indicated:

•  There were nearly six thefts per respondent over 
the five-year time frame. 

•  A total of 77.3% of the respondents reporting 
a theft indicated they had more than one 
pharmaceutical cargo theft in the last five years. 

•  Three respondents estimated that they had 20 
major pharmaceutical thefts in the U.S. in the last 
five years. 

•  Two respondents indicated that pharmaceutical 
cargo thefts occur more frequently outside of 
the U.S. 

•  One respondent reported that between 80 and 
225 thefts occurred outside the U.S. while another 
indicated over 80 thefts occurred internationally. 

•  One respondent indicated that they had three 
thefts in the United States, and over 50 thefts 
internationally.

•  Another indicated that they had between three 
and five thefts in the United States, and 80 thefts 
internationally valued at over $100,000; between 
175-225 were valued under $100,000.

•  The median number of thefts was three.

Estimated Number of Pharmaceutical Thefts 
in the Last Five Years

Number of Thefts Percentage of Respondents

1 22.7%

2 18.2%

3 18.2%

4 9.1%

5 4.5%

6 4.5%

8 4.5%

12 4.5%

20 13.6%

Of these thefts, 45% of the firms were able to recover 
the cargo. Sixty percent of these organizations 
indicated that their stolen recovered products were 
placed in quarantine.
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An In-Depth Look at Indirect Costs 
and Other Cost Factors
While each pharmaceutical theft is different in nature 
and circumstance, there are common indirect costs 
and other cost factors that will most likely occur with 
each incident.

Here, as identified by the research respondents,  
are the costs that are most likely to be associated 
with cargo thefts.

Factors Most Identified as Potential Indirect Costs or Other Cost Factors 

Indirect Costs and Other Cost Factors 
Likelihood of 

Occurrence in Thefts

Replacement Product Costs 90.9%

Added Transportation Costs for Replacement Product(s) 87.9%

Added Product Disposal or Destruction Costs for Recovered Products 87.5%

Added Investigation Costs 81.3%

Added Security Costs 78.1%

Increase in Insurance Costs 62.5%

Drug Inspection and Testing Costs for Recovered Products 61.3%

Communications Outreach Costs with Clients 60.0%

Loss of Sales 59.4%

Costs of “Recalling” Products 56.7%

Public Relations Costs 50.0%

Communications Costs with Health Care Providers 45.2%

Communications Costs with Patients 32.3%
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Frequency for Cost Factors
The study examined how often the various cost factors occur with a typical pharmaceutical cargo theft. The 
respondents in this survey were asked how often a cost factor would occur for either a potential or actual theft 
at their company. 

They also ranked each factor as to the degree of importance each had in determining the total cost associated 
with a major theft. 

Estimated Occurrence Frequency and Importance of Cost Factors*

Cost Factor
Occurs in 
All or Most 

Thefts 

Occurs in 
Some Thefts

Seldom 
or Never 
Occurs 

Mean 
Value of 

Importance

Added Transportation Costs 
for Replacement Products

86% 11% 0% 3.04

Replacement Product Costs 82% 12% 4% 3.54

Added Investigation Costs 77% 12% 8% 3.65

Added Product Disposal or Destruction Costs 67% 26% 4% 3.57

Drug Inspection and Testing Costs 
for Recovered Products

54% 23% 19% 2.96

Quarantine Time for Recovered Products 54% 23% 19% 3.00

Added Security Costs 52% 44% 0% 3.22

Communications Outreach Costs with Clients 44% 26% 22% 2.78

Recalls of Products with Same Lot Numbers 35% 31% 27% 3.70

Loss of Sales 32% 25% 32% 3.54

Communication with Health Care Providers 30% 30% 33% 2.48

Communication Costs with Patients 27% 15% 42% 2.84

Added Public Relations Costs 25% 50% 18% 3.04

Increase in Insurance Costs 18% 43% 29% 2.79

* Importance Scale Used: 1 = not important; 2 = slightly important; 3 = moderately important; 4 = extremely important

As the data above shows, the most frequent costs associated with cargo theft are costs for added 
transportation, replacement products, product disposal, and destruction. Factors such as drug inspection and 
testing of recovered products, quarantine time, and added security costs seem to be factors in more than half 
of cargo theft incidents.
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Case in Point: Establishing the Real 
Costs Associated with Thefts 
The data provided in this study offers a wealth  
of information regarding the cost factors involved 
in pharmaceutical thefts, and how frequently 
companies experience them. 

To take this information a step further, so as to fully 
understand the true costs of a pharmaceutical cargo 
theft, the research study created a sample use case. 
Respondents were asked to evaluate the sample theft 
as if it occurred in their own company. From there, 
they were asked to estimate potential dollars and time 
associated with each of the potential indirect costs 
and other cost factors. 

Here are the details 
of the use case:
A tractor and trailer, containing a variety of finished 
pharmaceutical products from your company 
located in Phoenix, AZ, was stolen at a truck stop 
just outside of Dallas, TX. The truck was en route to 
a wholesaler located in Memphis, TN. Five different 
prescription oral drug products were stolen, and the 
products were to be maintained at Controlled Room 
Temperature. There were no cold chain products on 
this shipment. The value of the stolen products was 
estimated to be $200,000. 

The driver had gone inside the truck stop to get 
refreshed and get something to eat, and when he 
came out an hour later, his rig was gone. Both the 
tractor and trailer were gone despite the security 
system on the truck. He immediately called 
authorities and his superior. Three hours later, 
authorities found the tractor in an isolated parking 
lot 20 miles from the truck stop. However, the trailer 
was missing. Two days later the trailer was found in a 
parking lot in Birmingham, AL. The license plates on 
the trailer were changed, and the trailer was empty. 
No drug products were recovered.

Six months later, one of the stolen products 
resurfaced at a chain grocery store pharmacy. 
Further investigation found that the stolen product 
was distributed to several of the grocery store’s 
pharmacies, located in Florida and Georgia. The 
products were traced to a distributor and to a 
secondary wholesaler located in Atlanta, GA. At that 
time, the manufacturer and FDA posted a recall 
notice for all products.

Here is the median value of their responses:

Factor
Estimated Employed  
Cost Value (Median)

Replacement Product Costs $200,000

Loss of Sales $200,000

Public Relations Costs $50,000

Investigational Costs $20,000

Drug Inspection and Testing $20,000

Product Disposal $20,000

Communication with Providers $20,000

Added Security Costs $10,000

Outreach to Client Costs $10,000

Quarantine Costs $10,000

Added Transportation Costs $6,000

Increase in Insurance Cost Unknown

Recall Process Costs Unknown

Total Costs $566,000
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With an estimated value of over half-a-million 
dollars, these responses place indirect costs and 
other cost factors in excess of three times the value 
of the product itself. When the cost of the lost 
product is added in, the true cost of this potential 
loss adds up to $766,000—without any added costs 
for the recall process. 

The actual costs associated with a typical theft of 
pharmaceutical cargo will probably never be publicly 
available. However, the findings in this research help 
shed light on just how costly factors such as product 
recalls, added investigation, product destruction, and 
other related expenses can be. 

A recall, which would have been likely in this scenario, 
would add costs for tasks such as notifications, 
product retrieval or disposal, patient care, and legal 
costs. When using the number of $500,000 as a 
conservative estimate for a recall, this brings the 
potential costs to $1.3 million in losses, or over five 
times the value of the stolen product.

As the numbers revealed here show, the indirect 
costs and other cost factors can easily add up to five 
times the cost of the stolen product when recalls are 
involved, conservatively speaking. 

45%

39%

16%

Other Costs

Recall Costs

Product Value

True
Potential

Value

Conclusion: 
The True Costs are Daunting
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